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1. INTRODUCTION

STIG Viewer Version 3.x is a replacement for the previous DISA tools STIG Viewer 2.x and STIG-
SRG Applicability Guide. The intent of this User Guide is to assist in navigating version 3.x and
describe functionalities from a user perspective.

1.1 About DOD/DISA STIG Viewer

The DOD/DISA STIG Viewer tool provides the capability to view one or more XCCDF
(Extensible Configuration Checklist Description Format) formatted STIGs in an easy-to-navigate,
human-readable format. It is compatible with STIGs developed and published by DISA for the
DOD. The purpose of STIG Viewer is to provide an intuitive graphical user interface that allows
ease of access to the STIG content, along with additional search and sort functionality.

STIG Viewer supports additional functionality using the following features:

e Allows multiple STIGs to be imported and used when creating checklists.

e Individually loads one or more XCCDF STIG files.

e Extracts XCCDF STIG files from zipped STIG packages, including nested ZIP files.

e Maintains an internal library of loaded STIGs.

e Sorts the list of STIG requirements by Group 1D, Rule ID, and STIG ID.

e Secarches or filters all loaded STIG files based on one or more keywords. Searches all fields
or individual fields and returns a filtered list of STIG requirements/vulnerabilities.
o Searches may also be restricted to Content (Discussion, Check, and Fix), Rule Title,

Severity, STIG ID, Group ID, Rule ID, CCI, or Legacy 1D.

e Displays CCI data if the CCI reference is contained in the STIG requirements.

e Prints or exports (HTML and CSV file formats) selected STIG data for use with other
programs.
o Bases the printed/exported data on the list of requirements displayed in the pane of the

viewer and formats the output as a table containing each requirement.

e Imports automated review SCAP (Security Content Automation Protocol) or XCCDF
Results into the checklist, populating the checklist with the automated results. The manual
portion of the review can be completed and added to the automated results.

e Exports the checklist as a CSV file.
e Displays PDF documents bundled with STIG packages.

1.2 About the SRG/STIG Applicability Guide

The SRG/STIG Applicability Guide allows the user to build a collection of assets pertaining to an
environment, such as an information system. Using the collection of assets built by the user, the tool
will determine the SRGs, STIGs, and other policy documents the user needs to harden or assess
their environment. The tool allows the user to preview and export the policy documents as well as
import and export the collection.
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Applicability Guide functions include the following:

e Sclect from two modes of asset addition for different levels of familiarity.
e Drag and drop assets in the asset tree.
e Import and export asset collections.

e Export policy documents.
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2. INSTALLING AND RUNNING STIG VIEWER 3.X

2.1 Installing Standalone STIG Viewer

1. Download the STIG Viewer 3.x standalone ZIP file from the Cyber Exchange website. Go
to SRGs/STIGs >> SRG/STIG Viewing Tools.

. DoD CYBER
//(oncumss NIPR

SECURITY TECHNICAL
IMPLEMENTATION GUIDES
(STIGS)

STIGs Home

Automation

Control Correlation Identifier (CCI)
Document Library

DoD Annexfor NIAP Protection Profiles
DoD Cloud Computing Security

LoD Secure Host Baseline Repository

Questions - FAQs

STIG Library Compilations

G Mailing List

2. Click STIG Viewer 3.x-Win64 or STIG Viewer 3.x-Linux.

TITLE

% STIG Viewer 3.1 Hashes

El STIG Viewer 3.1-Linux _
EI STIG Viewer 3.1-Winé4 _

El STIG Viewer 3.1-Win64 msi

3. Click Save to save as U_STIGViewer-win32_x64-3-x-x.zip or U_STIGViewer-linux_x64-3-
x-x.zip. Extract all contents of the ZIP file to the local hard disk; the standalone application
does not run from within the ZIP file.
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2.2 Installing the STIG Viewer Windows MSI Package

1. Download the STIG Viewer 3.x Windows MSI ZIP file from the Cyber Exchange website.
Go to SRGs/STIGs >> SRG/STIG Viewing Tools.

s DoD CYBER
///(EOXCHAHGE NIPR

SECURITY TECHNICAL
IMPLEMENTATION GUIDES
(STIGS)

STIGs Home

Automation

Control Correlation Identifier (CCI)
Document Library

DoD Annexfor NIAP Protection Profiles
DoD Cloud Computing Security

Dol Secure Host Baseline Repository
Frequently Asked Questions - FAQs
Group Objects

Quarterly Release Schedule and

Summary
G Library Compilations
G Mailing List

Tools

set Products

2. Click STIG Viewer Version 3.x-Win64_msi.

TITLE

% STIG Viewer 3.1 Hashes

E STIG Viewer 3.1-Linux

El STIG Viewer 3.1 Win64
E STIG Viewer 3.1-Winé4 msi —

3. Click Save to save as U_STIGViewer-win32_x64-3-x-x_msi.zip.
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4. Open the downloaded ZIP file. Open the enclosed .msi file to begin the installation process.
Administrative rights are required for installation.

2.3 Verifying Integrity of STIG Viewer Packages

A file containing secure hash values for the STIG Viewer ZIP packages is published on cyber.mil.
These hash values can be used to verify the integrity of STIG Viewer packages. Values are provided
for the SHA256, SHA384, and SHA512 algorithms. To verify, compute the hash value on the STIG
Viewer package under inspection using tools such as the Get-FileHash cmdlet (available in Windows
PowerShell) or the sha256sum, sha384sum, and sha512sum programs (available on Linux). To verify
the integrity of the file, compare the hash value from the published file to the computed value for
the file under inspection for the same algorithm.

2.4 Unblocking on Windows

When STIG Viewer is downloaded on Windows, the file may be marked to indicate it was
downloaded from the internet, which may prevent running the application. This can also apply to
the contents of a ZIP file when extracted. Consult with the local system administrator for guidance.
If approved, a verified file can be unblocked. Using File Explorer, select Properties for the file. In
the Properties dialog, navigate to the General tab and the Security section. Unblock the file by
checking the Unblock checkbox and selecting OK. Alternatively, in Windows PowerShell, the
Unblock-File cmdlet can be used.

2.5 Linux File Access Policy

Linux systems using the File Access Policy Daemon (fapolicyd) may block the execution of STIG
Viewer and present an “Operation Not Permitted” or “cannot open shared object file” message
when attempting to launch STIG Viewer. The following procedure can be used to trust a common
installation of STIG Viewer:

1. Make the directory for the shared STIG Viewer installation.
$ sudo mkdir /opt/stigviewer
2. Unzip the STIG Viewer package into the shared directory.

$ sudo unzip U _STIGViewer-linux_x64-3-x-x.zip -d /opt
$ sudo mv /opt/stig viewer_ 3-linux-x64 /opt/stigviewer

3. Add the STIG Viewer library and binaries to the fapolicyd trust database.
$ sudo fapolicyd-cli --file add /opt/stigviewer
4. Notify fapolicyd that the database has been updated.

$ sudo fapolicyd-cli --update
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5. Run STIG Viewer from the shared directory.

$ /opt/stigviewer/STIG\ Viewer\ 3

2.6  Digital Signatures

Beginning with STIG Viewer version 2.15, the Windows EXE and MSI files are digitally signed with
a DOD code signing certificate. Information on installing DOD trust anchors is available at
https://public.cyber.mil/pki-pke/. To view the signatures, open the file’s propetties in Windows
Explorer and select the Digital Signatures tab.

2.7 STIG Viewer Help

The STIG Viewer Help section can be found under the hamburger menu. This section provides
links to the Release Notes, Dependency List, User Guide, and Check for Updates, which is a link to
Cyber Exchange to verify the latest version available.

= STIG Viewer 3

APP

Preferences

Exit

(s

Release Notes
Dependency List

User Guide

Check for Updates

\_

~N
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3. USING STIG VIEWER 3.X

STIG Viewer 3.x has combined the STIG Applicability Guide, STIG Explorer (Viewer), and STIG
Checklists into one application.

3.1  Opening STIG Viewer

1. The procedure for opening STIG Viewer depends on the release package used.
a. Windows standalone package:
i. Start STIG Viewer by opening the STIG Viewer 3.exe file.

b. Windows MSI package:

ii. Start STIG Viewer by opening the STIG Viewer 3 item from the Start Menu.
c. Linux standalone package:

iii. Start the standalone STIG Viewer executable from the command line (STIG Viewer 3).
d. Other considerations:

iv. Consult local system administrators for assistance in running standalone versions of
STIG Viewer with any application firewalls.

2. At startup, the application will open to the Home page and look like this:

STIG Viewer 3
]
— Open
= No Recent STIGs
STIG Viewer
1 New open
No Recent Collections
Applicability Guide
g o New Open
g I No Recent Checklists
Checklists

10
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3. To change the appearance from Default to Dark mode, select the hamburger menu in the
top-left corner of the screen and then select Preferences. Under Theme, change to Dark,
and then click Save.

= STIG Viewer 3

Preferences

[] Enable Sunset Labels
Auto-Save Checklists
Zoom

C:\Users\ertosten\AppData\Roaming\STIG_VIEWER_3\logs

Reset App

Dashboard -

Theme

Default

Dark

= STIG Viewer 3

STIG Viewer

Applicability Guide

Checklists

11
UNCLASSIFIED



UNCLASSIFIED

STIG Viewer 3.x User Guide, VIR2 Defense Information Systems Agency
31 October 2023 Developed by DISA for the DOD

4. STIG EXPLORER

41 Open STIGs

Open STIGs from the Home screen or by selecting the STIG Viewer icon on the left side of the
screen.

4.1.1 To Open STIGs from the Home Screen

1. Click Open in the upper portion of the STIG Viewer section of the screen.

STIG Viewer 3

No Recent STIGS

Ly

w

TIG Viewer

I T New Open
No Recent Collections
Applicability Guide
E‘ o New QOpen
é I No Recent Checklists
Checklists

2. Navigate to the location of the STIG and double-click or select the STIG and then click
Load.

Note: The user can import either .ZIP/.zip or XML/.xml formats.

12
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4.1.2 To Open STIGs from the STIG Viewer Icon

1. Click the STIG Viewer icon on the Home page.

2. Click the Open STIG icon in the upper portion of the screen.

= STIG Viewer 3

- Open STIG u Add STIG to Library

STIG Library

Your STIG library is empty!

Visit public.cyber.mil to download:

[ Individual STIGs or [ A collection of all STIGs

Then use:

I OpenSTIG or [l Add STIG to Library

to view or add them to your collection

Q gearch

=4 Open Multiple STIGs

Note: Once a STIG is opened, there are three main sections to the screen as shown below.

SECTION 1: STIG Overview shows the STIG’s associated documents, such as Read Me,
Release Memo, Overview, Revision History, etc.

= STIG Viewer 3

Red Hat Enterprise Linux 8 X

Read Me
E  U_Readme_SRG_and_STIG.pdf

Release Memo
E U_RHEL &_STIG_V1_Release_Memo.pdf

Overview
E U_RHEL 3 V1RY_Overview.pdf

Revision History
IZd U RHEL 8_V1R9 Revision_History.pdf

GrouplD

ATlrkTiviLll
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SECTION 2: Rules shows the Group ID. Also, a user can add Rule ID and/or STIG ID, or
any combination of the three, by selecting the gear icon in the navigation bar. The default is
Group ID for the Origin STIG. The user can also choose to show or hide the Rule Title via
the checkbox.

G U_RHEL 5 V1R9_ Revision_History.pdf

GrouplD \

V-230221
RHEL 8 must be a vendor-supported release

V-230222

RHEL 8 vendor packaged system security patches ...
V-230223

RHEL 3 must implement MIST FIPS-validated crypt.
V-230224

All RHEL & lecal disk partitions must implement cry...
V-230225

RHEL 8 must display the Standard Mandatory DoD
V-230226

RHEL 8 must display the Standard Mandatory DoD ...
V-230227

RHEL 8 must display the Standard Mandatory DoD
V-230228

All RHEL & remole access methods must be monito...
V-230229

RHEL 8, for PKl-based authenfication, must validat.
V-230250

RHEL &, for certificate-based authenfication, muste...
V-230231

RHEL 8 must encrypt all stored passwords with a Fl...
V-230252

RHEL & must employ FIPS 140-2 approved cryptog...
V-230233

The RHEL & shadow password suite must be config...
V-230254

RHEL & operating systems booted with United Exde. ..
V-230235

RHEL 3 operating systems booted with 2 BIOS mus...
V-230236

RHEL 8 operating systems must require authenticat...

V-230237
he RHEL & pam unix.so module must be configur.

Red Hat Enterprise Linux 8 +
Red Hat Enter|
STIG Overview GPOS
Actions:
Read Me . -
ER U Readme SRG_and_S1 =i, Create checklist from STIG 4801 ?;
ust bg
Release Memo
d U RHEL 8 STIG_V1_Re i Export STIG
GPOS
. Overview . .
U_RHEL & V1R9_Overvj Rule List Display: 480-GF
Revision History Rule ID oup 1D STIGID | indor
Wl U_RHEL_8_V1R9_Reuvisi
Show Rule Title GPOS-
GrouplD
Group By:
V-230221 - pasch
RHEL 8 must be a vendor-supp None Origin STIG ust in
itect ¢
V-230222 \, 4
RHEL 8 vendor packaged system security patches ... it lons, and
V-230223 SRG-0S-000185-GPOS-
RHEL 8 must implement NIST FIPS-validated crypt..

14
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SECTION 3: Vulnerability detail shows more details about each vulnerability in the selected
STIG or more detailed information about a selected rule/requirement.

= STIG Viewer 3
Red Hat Enterprise Linux 8 3

STIG Rules Red Hat Enterprise Linux 8

Red Hat Enterprise Linux & Security Technical Implementation Guide

Release: 9 Benchmark Date: 26 Jan 2023
~ RED HAT ENTERPRISE LINUX 8

Read Me an
B 1)_Rezdme_SRG_and_STIG.pdf SRG-05-000480-6P05
RHEL 8 must be a vendor- suppcrted release.

Release Memo
EE U _RHEL 8 STIG_V1_Release_Memo.pdf

SRG-05-

80-GPOS-00 222
= Stﬁ:t:‘_ii’g?w RS_Qverviewpdf RHEL 8 vendor packaged system security patches and updates must be installed and up to date.

Revision Histor

EE U_RHEL_3_V1R9_Revision_History pdf SRG-0S-000033-GP0S-000

Group ID RHEL 8 must implement NIST F\PS -validated cryptography for the following: to provision digital

v.250221 signatures, to generate cryptographic hashes, and 1o protect data requiring data-at-rest protections in

RHEL 8 must be a vendor-supporled release accordance with applicable federal laws, Executive Orders, directives, policies, regulations, and
standards

V-230222

RHEL 8 vendor packaged system security palches

V-230223 SRG-05-000185-GF0S-0007 24

RHEL 3 must implement NIST FIPS-validated crypt... All RHEL 8 local disk partitions must implement cryptographic mechanisms to prevent unauthorized

V-230224 disclosure or modification of all information that requires at rest protection.

All RHEL 8 local disk partitions must implement cry...

V-230225 SRG-05-00
RHEL 8 must display the Standard Mandatory DoD ..

GPOS-
RHEL 8 musl display the Standard Mandatory DoD Natice and Consent Banner before granting local or

V-230226 remote access to the system via a ssh logon
RHEL 8 must display the Standard Mandatory DoD ..

V-230227
RHEL 8 must display the Standard Mandatory DoD ..

SRG-05-000023-GP0S-00006 V-2
RHEL 8 must display the Slandard Mandatory DoD Notice and Consent Banner before granting local or
remote access to the system via a graphical user logon

V-230228
All RHEL 8 remote access methods must be manito...

[IEEYEery

372 Rules SRG-05-000023-GP0OS-00006 \

= STIG Viewer 3

Red Hal Enterprise Linux 8 <

STIG Rules < 3 ¢
Red Hat Enterprise Linux 8
Overview Release: 9 Benchmark Date: 26 Jan 2023
RED HAT ENTERPRISE LINUX 8 cRoup Ib: fULE 1D: TG R
~
V-230221 §V-230221r858734 RHEL-08-010000
Read Me
B U Readme_SRG_and_STIC pdf SEVERITY: CLASSIFICATION
Release Memo CATI Unclassified
EE U RHEL 3 STIG_V1_Release_Memo pdf
‘Overview Rule Title:
EE U RHEL 8 VIR9 Overview.pdf ule Title:
Revision History RHEL 8 must be a vendor-supported release.
EE  \_RHEL_8_V1R9_Revision_History.pdf
Group ID Discussion:
V-230221 An operating system release is considered “supported” if the vendor continues to provide security
RHEL § musst be a vendor-supporied relcase. patches for the product. With an unsupported release, it will not be possible to resolve security issues
V-230222 discovered in the system software.
RHEL 8 vendor packaged system security patches ..
V-230223 .
RHEL 8 must implement NIST FIPS-validated crypt... Red Hat offers the Extended Update Support (EUS) add-on to a Red Hat Enterprise Linux subscription, for
V230224 a fee, for those customers who wish to standardize on a specific minor release for an extended period.

All RHEL 8 local disk partitions musi implement cry...

The RHEL 8 minar releases eligible for EUS are 8.1, 8.2, 8.4, 8.6, and 8.5. Each RHEL & EUS stream is

V-230225 available for 24 months from the availability of the minor release. RHEL 8.10 will be the final minor release

RHEL 8 must display the Standard Mandatory DoD

overall. For more details on the Red Hat Enterprise Linux Life Cycle visit

V-230226

RHEL 8 must display the Standard Mandatory DoD https://access.redhatcom/support/pelicy/updates/errata/.

V-230227 Note: The life-cycle time spans and dates are subject to adjustment.
RHEL 8 must display the Standard Mandatory DoD ..

V-230228 Check Text:

All RHEL 8 remote access methods must be monito..

Verify the version of the operating system is vendor supported.
1 32030

372 Rules

15
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4.2 Adding STIGs to the Library

1. Click the STIG Viewer icon on the Home page or the magnifying glass icon in the upper-
right portion of screen.

= STIG Viewer 3

Open

No Recent STIGs

L

STIG Viewer

2. Click the Add STIG to Library icon in the upper portion of the screen.

Note: If no STIGs are loaded into the library, the screen will display the following message:
“Your STIG library is empty! Visit public.cyber.mil to download: Individual STIGs or A
Collection of all STIGs Then use: Open STIG or Add STIG to Library to view or add them

to your collection”.

= STIG Viewer 3

- Open STIG “ ‘Add STIG to Library =4 Open Multiple STIGs

STIG Library A, Search

( Your STIG library is empty! \

Visit public.cyber.mil to download:

[ Individual STIGs or [ A collection of all STIGs

Then use:
M OpenSTIG or [l Add STIG to Library

to view or add them to your collection

- J

Note: The links on the screen will take the user to the public version of Cyber Exchange.

3. Download the desired STIGs.
4. Click Add STIG to Library and navigate to the location of the STIGs to be imported.

16
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Note: The user can select .ZIP/.zip or XML/ .xml file formats.

5. Select the file(s) and click Load.

Open X
&« - 1‘ lr » Tosten, E > UserName > v O O Search Downloads
Organize ~ New folder = m @
1 3D Objects o) Name Date madified Type ~
2 ~ Today (1)
about -
<l U SRG-STIG_Library_2023_01v1.zip 3/6/2023 9:24 AM WinZip File
AppData
v Last week (3) A
character v < >
File name: |U_SRG-STIG_Library 2023_01v1.zip V| Stig File (*.zip;*.xml) hé
Note: The user can import the Compilation file to load all the STIGs. A counter will display the
import progress.
Searching Selection for STIGs
Processing Zip: 104 of 240
Found 155 STIGs
Adding STIGs to library
z0S WebsphereMQ for ACF2
Progress: 91/448
Adding STIGs to library
Added 448 STIGs to library
Done
17
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6. Once the desired STIGs are loaded into STIG Viewer 3, the screen will look like this:

= STIG Viewer 3

- Open STIG u Add STIG to Library

STIG Library

A0 Networks ADC ALG

A10 Networks ADC NDM

APACHE 2.2 Server for UNIX

APACHE 2.2 Server for Windows

APACHE 2.2 Site for UNIX

APACHE 2.2 Site for Windows

Active Directory Domain

Active Directory Forest (STIG)

Adobe Acrobat Professional DC Continuous Track
Adobe Acrobat Reader DC Continuous Track
Akamai KSD Service Impact Level 2 ALG
Akamai KSD Service Impact Level 2 NDM
Apache Server 2.4 UNIX Server

Apache Server 2.4 UNIX Site

=4 Open Multiple STIGs

Q Search

X X X X X X X X X X X X X X

4.3 Viewing STIGs

1. To view a single STIG, click the name of the STIG.
2. To view multiple STIGs, click Open Multiple STIGs in the upper-right portion of the

screen.

= STIG Viewer 3

A10 Networks ADCALG X +

B8 opensTic [l AddSTIG to Library

STIG Library

A10 Networks ADC ALG

A10 Networks ADC NDM
APACHE 2.2 Server for UNIX
APACHE 2.2 Server for Windows
APACHE 2.2 Site for UNIX
APACHE 2.2 Site for Windows
Active Directory Domain

Active Directory Forest (STIG)

Adobe Acrobat Reader DC Continuous Track
Akamai KSD Service Impact Level 2 ALG
Akamai KSD Service Impact Level 2 NDM
Apache Server 2.4 UNIX Server

Apache Server 2.4 UNIX Site

Adobe Acrobat Professional DC Continuous Track

=4 Open Multiple STIGs

Q Search

X X X X X X X X X X X X X X

UNCLASSIFIED
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3. Checkboxes will appear beside the STIGs in the Library, which are used to select STIGs to

view.

Note: To select all listed STIGs, click Select All. To unselect all checked STIGs, click Clear
Selected.

= STIG Viewer 3

B OpensTIG Pl Add STIG to Library =, Open Single STIG

STIG Library ed

Red Hat Ansible Automation Controller Application Server X

Red Hat Ansible Automation Controller Web Server X

Red Hat Enterprise Linux 7 X

v Red Hat Enterprise Linux 8

Release: 10 Benchmark Date: 27 Apr 2023 x
Release: 9 Benchmark Date: 26 Jan 2023 x

Redis Enterprise 6.x

Select All Clear Selected Y Filter =,0pen 6 STIGs

Note: If there is more than one version of a STIG, an expansion arrow will appear beside the STIG
name. Once expanded, the user can select one or multiple versions of the STIG to add to the view.

= STIG Viewer 3

B opensTIG [l Add STIG to Library =, Open Single STIG
STIG Library red
[ Red Hat Ansible Automation Controller Application Server X
[ Red Hat Ansible Automation Controller Web Server X
D Red Hat Enterprise Linux 7 X
~ Red Hat Entergnse Linux 8
[J Release: 10 Benchmark Date: 27 Apr 2023 >

[J Release: 9 Benchmark Date: 26 Jan 2023

O Redis Enterprise 6.x

Select All Clear Selected Y Filter

19
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4. Search for STIGs that contain a common word (e.g., STIGs that contain Windows in their

title) by entering the search word in the search field located in the list of STIGs.

= STIG Viewer 3

B8 opensTic [l AddSTIG to Library

STIG Library

[ APACHE 2.2 Server for Windows
[ APACHE 2.2 Site for Windows
a Apache Server 2.4 Windows Server

a Apache Server 2.4 Windows Site

O citrix XenDesktop 7.x Windows Virtual Delivery Agent
Oeos Postgres Advanced Server v11 on Windows

a Google Chrome Current Windows

O Microsoft Windows 10

O Microsoft Windows 11

[ Microsoft Windows 2012 Server Domain Name System

[ Microsoft Windows Firewall with Advanced Security

M. PR -~

O citrix Virtual Apps and Desktop 7.x Windows Virtual Delivery Agent

Select All Clear Selected

Y Filter

x

Open Single STIG

Q Search
windo

¢ X X X X X X X X X X X X

X STIG(s), where X represents the number of STIGs selected.

= STIG Viewer 3

- Open STIG u Add STIG to Library

STIG Library

[ red Hat Ansible Automation Controller Application Server
[ Red Hat Ansible Automation Controller Web Server

[ Red Hat Enterprise Linux 7

v Red Hat Enterprise Linux 8

Release: 10 Benchmark Date: 27 Apr 2023
[ Release: 9 Benchmark Date: 26 Jan 2023

Red Hat Enterprise Linux 8 STIG SCAP Benchmark

O Redis Enterprise 6.x

Select All Clear Selected

Y Filter

red

= Open Single STIG

X X

X X X X

5. Once all STIGs have been selected, at the bottom of the page click the Filter icon or Open

UNCLASSIFIED
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4.3.1 View Multiple STIGs — Filtered

1. Click the Filter icon to filter requirements for review. Requirements can be filtered on
Content, Title, Severity, STIG 1D, Group ID, Rule ID, CCI ID, and Legacy ID. Options
available depend on the subject being filtered and can be any combination of the following:

a. contains

b. does not contain
c. is

d. isnot

e. is greater than

f. 1isless than

contains

does not contain
is

is not

is greater than

FILTERS

is less than
Group ID

Note: Not all options will be available for each sort category. For example, Severity provides three
choices in the drop-down menu.

FILTERS
Severity - is §
CAT Ill (Low)
CAT Il (Medium)
' CATI (High
Y Filter =_,Open 2 STIGs )

21
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2. Click Open X STIGs, where X equals the number of STIGs selected. The screenshot below
shows a combination of two STIGs that have been filtered for Content contains
password. The funnel icon at the top left indicates the number of filters that have been
applied. To view the filter, click the funnel icon.

Y () Application Server Security Requirements Guide

. FILTERS

CUF
Content ~ contains ¥ password nel

| Rels | &

ervi -+ Add Filter + Apply

- '3 - v T T CIP]J’“LVCI!.IUII DTIVOT 11U UoT 1TTUuiurauwiu auurcriutrmecaurar rwn |0(
vision_Histo. .

= STIG Viewer 3

CombinedSTIG X | 4

STIG Rules fed

FILTERS smentation Guide

Red Hat Enterprise Linux 8

 RED HAT ENTERPRISE LINUX &

Content  ~ contains ~ password r

Read Me
EE U _Readme SRG_and_STIG pdf

i red cryptographic hashing
Release Memo -+ Add Filter APPIY
B U_RHEL_8_STIG_Vi_Release_Memo.pdf

Qverview
B |_RHEL_3_V1R9_Overview pdf SRG-05-000073-GPOS-00041

= RHEL 8 must employ FIPS 1 ;10—2 approved cryptographic hashing algorithms for all stored passwords.

Revision History
EE  |_RHEL_3_V1R9_Revision_History pdf

Group ID SRG-05-000073-GPOS-00041 V-230233

The RHEL 8 shadow password suite must be configured to use a sufficient number of hashing rounds.
V230231
RHEL 8 must encrypt all stored passwords with 2 FI...
V230232 SRG-05-000080-GPOS-00048 V-230234
RHEL & must employ FIPS 140-2 approved crypiog... RHEL 8 operating systems booted with United Extensible Firmware Interface (UEFI) must require
V-230233 authentication upon booting into single-user mode and maintenance

The RHEL & shadow password suite must be config....

V-230234 SRG-0S-000080-GPOS-00048 V-
RHEL & operating systems booted with United Exe.... RHEL 8 operating systems booted with a BIOS must require authentication upon booting into single-

V-230235 user and maintenance modes.
RHEL 8 operating systems booted with a BIOS mus.

1235

V-230237
The RHEL & pam_unixc so module must be configur

SRG-05-000120-GPOS-00061 V-230237

The RHEL 8 pam_unix.so madule must be configured in the password-auth file to use a FIPS 140-2
approved cryptographic hashing algerithm for system authentication.

V-230271
RHEL & must require users fo provide  password f

V230290 . e .
The RHEL 8 SSH dasmon must not allow authentic SRG-0S-000273-CPOS- 00156 V2202 .
- RHEL 8 must require users to provide a password for privilege escalation.

73 Rules -

[IEETEERY
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3. To view a specific rule/requirement, click it and the details will appear in the main pane. The
rule/requirement selected will be highlighted on the left.

= STIG Viewer 3

Combined STIG X

STIG Rules T Ym
R Red Hat Enterprise Linux 8
v RED HAT ENTERPRISE LINUX 8 Release: 10 Benchmark Date: 27 Apr 2023
GROUP ID: RULE ID: STIG ID:
& [RED LT ENTERPRISE NS V-230231 SV-2302311877397 RHEL-08-010110
Read Me
3  U_Readme_SRG_and_STIG pdf SEVERITY: CLASSIFICATION
Release Memo CAT I Unclassified
A | RHEL_8_STIG_V1_Release_Memo.pdf
Overview ctle-
B U _RHEL_8_V1R10_Overviewpdf Rule Title:

Revision History RHEL 8 must encrypt all stored passwords with a FIPS 140-2 approved cryptographic hashing algorithm.

U_RHEL_8_V1R10_Revision_History pdf

Discussion:
Group ID
V230291 Passwords need to be protected at all times, and encryption is the standard method for protecting
RHEL 8 must encrypt all stored passwords with a FI passwords. If passwords are not encrypted, they can be plainly read (i.e., clear text) and easily
V-230232 compromised.
RHEL 8 must employ FIPS 140-2 approved cryptog
V230233 Unapproved mechanisms that are used for authentication to the cryptographic module are not verified
The RHEL 8 shadow password suite must be config
V230234 and therefore cannot be relied upon to provide confidentiality or integrity, and DoD data may be
RHEL 8 operating systems booted with United Exte. compromised_
V-230235

RHEL 8 operating systems booted with a BIOS mus

FIPS 140-2 is the current standard for validating that mechanisms used to access cryptographic modules

V-230237 i h . . h .
The RHEL 8 pam_unix s0 module must be configur utilize authentication that meets DoD requirements.
V-230271 .
RHEL 8 must require users to provide a password f. Check Text:
fyp— v Verify that the shadow PASSWOEA suite configuration is set to encrypt
75 Rules BESSWETE with o FIPS 140-2 aporoved cryntographic hashing algorithn e

Note: The filter applied at STIG selection is carried over to this view. To further filter these
requirements, click the funnel icon at the top of the left column and add filters.

= STIG Viewer 3

Combined STIG X

STIG Rules 0 Y(2 RuleTitle: -
. Tha A1 nravidina nicar anthanticatinn intarmadians canicac mict imnlement multifactor authentication
Qverview .
FILTERS Remove All | irs is provided by a device separate
v APPLICATION LAYER GATEWAY (AL . _
Content v contains ~ password|
Overview
il U_Application_Layer_Gateway V1R2_Over . .
) . . — a device that is separate from the
Read Me Title v contains ~ multifactor L
@ U_Readme_SRG_and_STIG.pdf ctor authentication is to reduce the
= Revision History stem.
For ] y
U_Application_Layer_Gateway_V1R2_Revi Match n any rules + Add Filter Apply

Group ID N items gaining access include, for

example, hardware tokens providing time-based or challenge-response authenticators and smart cards

V-54513

The ALG providing u on intermedial

such as the U.S. Government Personal Identity Verification card and the DoD common access card.
V-54521
The ALG providing user authentication intermediary -

A privileged account is defined as an information system account with authorizations of a privileged user.

Remote access is access to DoD-nonpublic information systems by an authorized user (or an information
system) communicating through an external, non-organization-controlled network. Remote access
methods include, for example, dial-up, broadband, and wireless.

An example of compliance with this requirement is the use of a one-time password token and PIN
coupled with a password; or the use of a CAC/PIV card and PIN coupled with a password.

Check Text:

. If the BALG does not provide user authentication intermediary services, this

2 Rules (73 excluded by filters) is not applicable.
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4.

To change the data displayed in the left column, click the gear icon at the top of the left
column. The default Rule List Display: is set to show Group ID. To add Rule ID and/or
STIG ID and change the order of the headers, unselect them all and click them in the order
the headers should appear on the screen. Group By: can be changed from the default of
Origin STIG to None. The Rule Title can be removed by unchecking the checkbox for
Show Rule Title.

= STIG Viewer 3

Combined STIG X

STIG Rules T Y@ Rule Title: "

Tha Al = nravidinn near quthentication intermediary services must implement multifactor authentication

Overview

Actions: -privileged accounts such that one of the factors is provided by a device separate

v APPLICATION LAYER GATEW, =., Create checklist from filtered rules

Overview
I U Application_Layer_Gateway V1R ¥ Export STIGs

1-privileged accounts, the purpose of requiring a device that is separate from the
Read M . . . Lo
PoF Uf;ead;975RGiandis'”GVpd[ Rule List Display: ng access for one of the factors during multifactor authentication is to reduce the

Revision History Rule ID JMEGIAM STIG ID ng authentication credentials stored on the system.
U_Application_Layer_Gateway V1R Show Rule Title

Group ID Show Documents List t require devices separate from information systems gaining access include, for

V-54513 1s providing time-based or challenge-response authenticators and smart cards
The ALG providing user authentication inte Group By:

1ent Personal Identity Verification card and the DoD common access card.
V-54521 None in STIG

The ALG providing user authentication inte|

rrprivicgeuraccounes-uefined as an information system account with authorizations of a privileged user.

Remote access is access to DoD-nonpublic information systems by an authorized user (or an information
system) communicating through an external, non-organization-controlled network. Remote access
methods include, for example, dial-up, broadband, and wireless.

An example of compliance with this requirement is the use of a one-time password token and PIN
coupled with a password; or the use of a CAC/PIV card and PIN coupled with a password.

Check Text:

If the ALG does not provide user authentication intermediary services, this

2 Rules (73 excluded by filters) is not applicable.

= STIG Viewer 3

Combined STIG X

STIG Rules 0 Y(2 RuleTitle -
o - Tha A1 nravidine ucar uthentication intermediary services must implement multifactor authentication
verview
Actions: -privileged accounts such that one of the factors is provided by a device separate
— . access.
v APPLICATION LAYER GATEW, =, Create checklist from filtered rules
Group ID Rule ID = STIG i Export STIGs
VAR DA sy \-privileged accounts, the purpose of requiring a device that is separate from the
V-54521 SV-68767r1 sRG Rule List Display:

ng access for one of the factors during multifactor authentication is to reduce the

TIG ID ng authentication credentials stored on the system.
[C] Show Rule Title

[J Show Documents List t require devices separate from information systems gaining access include, for

1s providing time-based or challenge-response authenticators and smart cards
Group By:

1ent Personal Identity Verification card and the DoD common access card.
None Origin STIG

reprivieyeuraccounesuefined as an information system account with authorizations of a privileged user.

Remote access is access to DoD-nonpublic information systems by an authorized user (or an information
system) communicating through an external, non-organization-controlled network. Remote access
methods include, for example, dial-up, broadband, and wireless.

An example of compliance with this requirement is the use of a one-time password token and PIN
coupled with a password; or the use of a CAC/PIV card and PIN coupled with a password.
Check Text:

If the ALG does not provide user authentication intermediary services, this

2 Rules (73 excluded by filters) is not applicable.
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5. Sort in ascending or descending order for each of the selected IDs by clicking its header.

6. Create a checklist from these requirements by clicking the gear icon and then selecting
Create checklist from filtered rules. Refer to the Checklist section for more information.

= STIG Viewer 3

Combined STIG X

STIG Rules Y (2) Rule Title: "

Tha Al nravidina ncar aythentication intermediary services must implement multifactor authentication
Qverview

Actions: -privileged accounts such that one of the factors is provided by a device separate

“ APPLICATION LAYER GATEW| =, Create checklist from filtered rules |'““**

Group ID RuleID =« STIG 3 Export STIGs

V-54513 SV-68759r2 SRG| 1-privileged accounts, the purpose of requiring a device that is separate from the
Rule List Display:

The ALG providing user authentication inte

ng access for one of the factors during multifactor authentication is to reduce the

TIG ID ng authentication credentials stored on the system.

V-54521 8V-68767r1 SRG

The ALG providing user authentication inte| Group ID

Show Rule Title
[[] show Documents List t require devices separate from information systems gaining access include, for

1s providing time-based or challenge-response authenticators and smart cards
Group By:

1ent Personal Identity Verification card and the DoD common access card.
(WM Origin STIG

wrrprviegewacevuneisaefined as an information system account with authorizations of a privileged user.

Remote access is access to DoD-nonpublic information systems by an authorized user (or an information
system) communicating through an external, non-organization-controlled network. Remote access
methods include, for example, dial-up, broadband, and wireless.

An example of compliance with this requirement is the use of a one-time password token and PIN
coupled with a password; or the use of a CAC/PIV card and PIN coupled with a password.

Check Text:

If the ALG does not provide user authentication intermediary services, this

2 Rules (73 excluded by filters) is not applicable.

7. Export STIGs to HTML and CSV formats by clicking Export STIGs and selecting the
format and the fields to export.

Export Format
HTML ey

Export Type
PULTIEERY  Filtered Rules

Export Fields

Header All header fields are being exported

Rule Info All rule info fields are being exported

Cancel Export
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8. All fields will be exported unless the user deselects fields by clicking the file name to
unhighlight it. The fields are divided into two sections: Header and Rule Info.

Export Format

Export Type

LR SN Filtered Rules

Export Fields

Header All header fields are being exported

Classification Asset Posture

ule info fields are being exported

Rule Info Al

~

All Nene

Cancel m

Export Format
HTML ey

Export Type

LURTIEL  Filtered Rules

Export Fields

Header

Rule Info

All header fields are being exported

Some rule info fields are being exported

A

LegacylDs CheckContent CheckContentRef IAControls Weight

FalsePositives
ThirdPartyTools Responsibility Mitigations

FalseNegatives

Documentable SecurityOverrideGuidance Potentiallmpacts

MitigationControl

All Nene

Cancel Export

9. After all fields have been selected for export, click Export.
10. In the navigation window that opens, select where to export the STIG.
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4.3.2 View Multiple STIGs — Unfiltered

1. Select Add STIG to Library and navigate to the STIG’s location. Select the STIGs to bring
into STIG Viewer. The user can also bring in the entire Compilation file and choose STIGs
from the list. Click Open Multiple STIGs in the top-right corner and select the checkbox
beside the STIGs to be brought in together. At the bottom of the screen, click Open X
STIG, where X represent the number of STIGs selected.

STIG Viewer 3

BB 0penSTIG u Add STIG to Library =, Open Single STIG

Q Search

IG Library micro

icrosoft Visio 2016

icrosoft Windows 10

icrosoft Windows 11

icrosoft Windows 2012 Server Domain Name System
icrosoft Windows Firewall with Advanced Security
icrosoft Windows PAW

icrosoft Windows Server 2012/2012 R2 Domain Controller
icrosoft Windows Server 2012/2012 R2 Member Server
icrosoft Windows Server 2016

icrosoft Windows Server 2019

icrosoft Windows Server 2022

icrosoft Word 2010 STIG

X X X X X X X X X X X X Xx

o o < o o o o B o O < |

icrosoft Word 2013 STIG -

Select All Clear Selected Y Filter

= STIG Viewer 3

Combined STIG X

STIG Rules e Y

_ Feease Spenchmari bate: 14 Nov 2022

Microsoft Windows Server 2019 Security Technical Implementation Guide

> MICROSOFT WINDOWS SERVER 2019 Microsoft Windows 2012 Server Domain Name System Security Technical Implementation Guide
Release: 5 Benchmark Date: 31 May 2022
> MICROSOFT WINDOWS 2012 SERV...

» MICROSOFT WINDOWS 10 Microsoft Windows 10 Security Technical Implementation Guide
Release: 5 Benchmark Date: 14 Nov 2022

v MICROSOFT OFFICE 365 PROPLUS

Group ID RuleID « STIGID Microsoft Office 365 ProPlus Security Technical Implementation Guide
Release: 9 Benchmark Date: 27 Apr 2023
V-223280 8V-223280r8... 0365-AC-00...
Macros must be blocked from running in Access file.
V-223281 8V-223281r8... 0365-AC-00...
Trust Bar Notifications for unsigned application add-.
V-223282 8V-223282r8... 0365-AC-00...
VBA Macros not digitally signed must be blocked in
V-223283 8V-223283r8... 0365-AC-00...
Allowing Trusted Locations on the network must be
V-223284 8V-223284r8... 0365-CO-00...
The Macro Runtime Scan Scope must be enabled f..
V-223285 8V-223285r8... 0365-CO-00...
Document metadata for rights managed Office Ope...
V-223286 8V-223286r8... 0365-CO-00...
The Office client must be prevented from polling the
V-223287 8V-223287r8... 0365-CO-00...
Custom user interface (Ul) code must be blocked fr...
V-223288 $V-223288r8... 0365-CO-00...
752 Rules
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2. Each STIG will be listed on the left pane, with its respective documents listed first. To view
all the requirements together, select the gear icon to change the view and then select None.

Note: In the screenshot below, None was selected, and Show Rule Title was unchecked.
Now, all the requirements are listed in Group ID in ascending or descending order.

= STIG Viewer 3

STIG Rul

Group ID

Combined STIG X

es

Actions:

V-205624
V-205625
V-205626
V-205627
V-205628
V-205629
V-205630
V-205631
V-205632
V-205633
V-205634
V-205635
V-205636
V-205637
V-205638
V-205639
V-205640
V-205641

V-205642

Group By:

\C

= Create checklist from STIG
i Export STIGs

Rule List Display:

Rule ID MEIGINAM STIG ID

[C] Show Rule Title
[[] Show Documents List

Origin STIG

ft Windows Server 2019 Security Technical Implementation Guide
Release: 5 Benchmark Date: 14 Nov 2022

Release: 5 Benchmark Date: 31 May 2022

bsoft Windows 10 Security Technical Implementation Guide
Release: 5 Benchmark Date: 14 Nov 2022

#ft Office 365 ProPlus Security Technical Implementation Guide
Release: 9 Benchmark Date: 27 Apr 2023

J

752 Rk

@

012 Server Domain Name System Security Technical Implementation Guide

3. Add a filter to narrow down the requirements. The requirements that do not meet the filter
are listed below the filtered requirements.

= STIG Viewer 3

Combined STIG X

STIG Rules & YO

Overview r
FILTERS

Group ID

Content ~ contains ~ password

TIG ID:
[VN19-AC-000020

V-205630

V-205633

V-205643

LASSIFICATION

<+ Add Filter Inclassified

V-205651
V-205652
V-205653
V-205654
V-205655
V-205656
V-205657
V-205658
V-205659
V-205660
V-205661
V-205662
V-205665
V-205671

V-205676
112 Rules (640 excluded by filters)

Rule Title:

Windows Server 2019 must have the number of allowed bad logon attempts configured to three or less.

Discussion:
The account lockout feature, when enabled, prevents brute-force password attacks on the system. The
higher this value is, the less effective the account lockout feature will be in protecting the local system.
The number of bad logon attempts must be reasonably small to minimize the possibility of a successful

password attack while allowing for honest errors made during normal user logon
Check Text:

Verify the effective setting in Local Group Policy Editor.

Run "gpedit.msc".

Navigate to Local Computer Policy >> Co ter Configuration >> Windows

Settings >> Security Settings >> Account Policies >> Account Lockout Policy.

If the "Account lockont threshold" is "O" or more than "3" attempts, this ig
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4. Create a checklist of the filtered requirements by clicking the gear icon and selecting Create
checklist from filtered rules. Refer to the Checklist section for more information.

= STIG Viewer 3

Combined STIG X
STIG Rules & YO ) ) =
. Microsoft Windows Server 2019
Overview Release: 5 Benchmark Date: 14 Nov 2022
Aciione.
Group ID . RULE ID: STIG ID:
d =, Create checklist from filtered rules ]
SV-205629r569188 'WN19-AC-000020
y ¥ Export STIG
V-208630 = Bxper N LEGACY IDS: CLASSIFICATION
V-206633 . . . V-93141, SV-103229 Unclassified
Rule List Display:
V-205643
Rule ID [MeGIAM STIG ID
V-205651
[C] show Rule Title
V-205652 . 1st have the number of allowed bad logon attempts configured to three or less.
[C] Show Documents List
V-205653
Group By:
V-205654 by
m Origin STIG ure, when enabled, prevents brute-force password attacks on the system. The
V-205655 . . .
:ss effective the account lockout feature will be in protecting the local system.
V-205656 The number of bad logon attempts must be reasonably small to minimize the possibility of a successful
V-205657 password attack while allowing for honest errors made during normal user logon.
V-205658
Check Text:
V-205659
Verify the effective setting in Local Group Policy Editor.
V-205660
V-205661
Run "gpedit.msc".
V-205662
V-205665 Navigate to Local Computer Policy >> Computer Configuration >> Windows
V-205671 Settings >> Security Settings >> Account Policies >> Account Lockout Policy.
V-205676 <
112 Rules (640 excluded by filters) If the " unt lockout threshold" is "O" or more thap "3" attempts, this i hd

5. Export STIGs to HTML and CSV formats by clicking Export STIGs and selecting a format
and the fields to export.

Export Format

HTML N

Export Type
AllRules [ENEELRRTES

Export Fields

Header All header fields are being exported v

Rule Info All rule info fields are being exported v
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Note: All fields will be exported unless the user deselects them. To deselect, click the field
name. The fields are divided into two sections: Header and Rule Info. Because this
example is a selection of filtered items, the Filtered Rules selections have been made in the
Export Type area.

Export Format
HTML e

Export Type

LULTE  Filtered Rules

Export Fields

Header All he: being exported

Classification Asset Posture

Al Nene

Rule Info All rule info fields are being exr v
Export Format
HTML &Sy
Export Type
AllRules  SIEELETIES
Export Fields
Header All header fields are being exported v
Rule Info Some rule info fields are being exported ~

All None

Cancel m

6. Once all desired fields have been selected, click Export.
7. In the navigation window that opens, select where to export the STIG.

4.3.3 Viewing More STIGs

View another STIG or combined STIGs by selecting the + (plus icon) tab in the upper portion of
the screen. This opens the STIG Viewer explorer main page, where the user can add more STIGs
for selection or open STIGs already in the list. The Recent STIGs section shows a list of recently
opened STIGs. To open a recently opened STIG, click the STIG, and the details screen will open.
To create another view of combined STIGs, follow the directions above.
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= STIG Viewer 3
Combined STIG
B OpensTIG FEREFETIG to Library =} Open Multiple STIGs
Recent STIGs
Canonical Ubuntu 20.04 LTS X
A10 Networks ADC ALG X
STIG Library A Search

A10 Networks ADC ALG

A10 Networks ADC NDM
APACHE 2.2 Server for UNIX
APACHE 2.2 Server for Windows
APACHE 2.2 Site for UNIX

APACHE 2.2 Site for Windows

X X X X X X X

Active Directory Domain

Note: If a STIG was opened and not saved to the library, it will be displayed as shown below. To
view a STIG, click the STIG name in the Open Results section.

= STIG Viewer 3

Combined STIG X —+

BB opensTic g Add STIG to Library =} Open Multiple STIGs

Open Results X
U_AT0_Networks_ADC_ALG_STIG_V2R1_Manual-xccdf. XML

| At0Networks abcaLG |

STIG Library Q Search

A10 Networks ADC ALG

A10 Networks ADC NDM
APACHE 2.2 Server for UNIX
APACHE 2.2 Server for Windows
APACHE 2.2 Site for UNIX

APACHE 2.2 Site for Windows

X X X X X X X

Active Directory Domain
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4.4 Remove STIGs from Recent STIGs and STIG Library
To remove a STIG, click the X to the right of the STIG name to be removed.

= STIG Viewer 3

Combined STIG X +

BB OpensSTIG u Add STIG to Library =4 Open Multiple STIGs

Open Results -

U_AT0_Networks_ADC_ALG_STIG_V2R1_Manual-xccdf. XML

A10 Networks ADC ALG

STIG Library Q Search

A10 Networks ADC NDM X
APACHE 2.2 Server for UNIX

APACHE 2.2 Server for Windows

APACHE 2.2 Site for UNIX
APACHE 2.2 Site for Windows

Active Directory Domain

X X X X

Active Directory Forest (STIG)

4.5 Keyword Search

1. To search all STIGs listed in the user’s library that contain a certain word (e.g., IPv0), enter
the word in the search box at the top of the screen.

STIG Viewer 3

380 Results Open All in Explorer

Virtual Private Network (VPN) Security Requirements Guide S§V-207194r608988
As stated in DoD IPv6 IA Guidance for MO3 (S4-C7-1), the L2TP tunnels can also carry IP packets.

VMware vSphere 7.0 vCenter Appliance Photon OS SV-256509r887201
install sctp /bin/false install decp /bin/false install dcp_ipv4 /bin/false install dccp_ipvé /bin/false install ipx

VMware vSphere 7.0 vCenter Appliance Photon OS SV-256567887375
net Ipv6.conf all. accept_source_route = 0 net.ipv6 conf.default accept_source_route = 0 net ipy6.conf.etho.

VMware vSphere 7.0 vCenter Appliance Photon OS SV-256574887396
0 net jpv6.conf.all. mc_forwarding = 0 net ipv6.conf.default.mc_forwarding = 0 net ipv6.conf.eth0.mc.

VMware vSphere 7.0 vCenter SV-256359r885688
Click the "IPv4" settings or "IPv6" settings tab. Enter the appropriate IP address and subnet information. Click "OK". From the.

VMware vSphere 6.7 Photon OS SV-239105r840147
install sctp /bin/false install decp /bin/false install decp_ipv4 /bin/false install dccp_ipve /bin/false install ipx.

VMware vSphere 6.7 Photon OS SV-239175r816656
net ipv6 conf all accept_source_route = 0 net ipv6 conf default accept_source_route = 0 net ipvé conf eth0

VMware vSphere 6.7 Photon OS $V-239182r816670
0 net ipvé conf all mc_forwarding = 0 net ipv6 conf default mc_forwarding = 0 net ipvé conf eth0 mc.

VMware vRealize Operations Manager 6.x SLES S$V-239516r661999
echo "install dccp_ipv4 /bin/true” >> /etc/modprobe.conf.local £ echo "install dccp_ipv /bin/true” >> /etc/modprobe.conf local

VMware vRealize Operations Manager 6.x SLES SV-239546r662089
Determine if SLES for vRealize has proxy "NDP", and if it is enabled: # more /proc/sys/net/ipvé/conf/*/proxy.

VMware vRealize Operations Manager 6.x SLES 8V-239547r662092
6tod is an IPv6 transition mechanism that involves tunneling IPv6 packets encapsulated in IPv4 packets on an ad hoc basis.

VMware vRealize Operations Manager 6.x SLES 8V-239548r662095
Teredo is an IPv6 transition mechanism that involves tunneling IPv6 packets in IPv4 packets. L tunneling may network.

VMware vRealize Automation 7.x Lighttpd SV-99879r1
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2. Alist of all the Rules that contain the search word will appear. Click Open All in Explorer
in the upper-right corner. This opens the STIG Explorer details screen to show all the
STIGs that contain the search term in the main section of the screen and all the individual

Rules in the left pane.

= STIG Viewer 3

ipv6 X

v MICROSOFT WINDOWS SERVER 2022

Group ID

V-254335
Windows Server 2022 Internet Protocol version 6 (I

v APPLICATION SECURITY AND DEVE...

Group ID

V222634
The application services and interfaces must be co

v NETWORK INFRASTRUCTURE POLI...

Group ID

V-251358
External network connections must not bypass the

V-251360
Network Address Translation (NAT) and private IP a

V-251395
Internet Group Management Protocol (IGMP) and M..

V-251396
The number of mroute states resulting from Internet.

v VIRTUAL PRIVATE NETWORK (VPN) ...

Group ID

V-207194
380 Rules

STIG Rules & Y

VMware vSphere 7.0 vCenter Appliance Photon OS Security Technical Implementation Guide
Release: 1 Benchmark Date: 07 Mar 2023

Microsoft Windows 10 Security Technical Implementation Guide
Release: 5 Benchmark Date: 14 Nov 2022

Cisco 10S XE Router RTR Security Technical Implementation Guide
Release: 7 Benchmark Date: 27 Apr 2023

Cisco I0S XR Router RTR Security Technical Implementation Guide
Release: 2 Benchmark Date: 27 Apr 2023

Red Hat Enterprise Linux 8 Security Technical Implementation Guide
Release: 10 Benchmark Date: 27 Apr 2023

Juniper SRX SG NDM Security Technical Implementation Guide
Release: 1 Benchmark Date: 23 Apr 2021

Juniper Router RTR Security Technical Implementation Guide
Release: 4 Benchmark Date: 27 Jul 2022

VMware vSphere 7.0 vCenter Security Technical Implementation Guide
Release: 1 Benchmark Date: 07 Mar 2023

Microsoft Windows Server 2012/2012 R2 Member Server Securitv Technical | rtation Guide

-

3. Scroll through the listed STIGs and click on a STIG to view all the Rules for that STIG that

contain the search term.

= STIG Viewer 3

STIG Rules

‘v CISCO I0S XR ROUTER RTR

Group ID

V216738
The Cisco router must be configured to use encrypti

V-216739
The Cisco router must be configured to authenticate.

V-216793
The Cisco PE router must be configured to have ea

V216799
The Cisco PE router must be configured to impleme.

V-216807
The Cisco multicast router must be configured to dis.

V-217002
The Cisco router must be configured to implement

V-230037
The Cisco router must be configured to have Cisco

V-230040
The Cisco router must be configured to advertise a

V-230043
The Cisco router must not be configured to use IPv.

V-230046
The Cisco perimeter router must be configured to s

V-230049
The Cisco perimeter router must be configured to dr.

V-230052
The Cisco perimeter router must be configured drop.

V-230147
380 Rules

& YO

Cisco 10S XR Router RTR

Cisco 10S XR Router RTR Security Technical Implementation Guide
Release: 2 Benchmark Date: 27 Apr 2023

SRG-NET-000364-RTR-000205 V-230157
The Cisco perimeter router must be configured to drop IPv6 packets containing the NSAP address
option within Destination Option header.

SRG-NET-000364-RTR-000206 V-230160
The Cisco perimeter router must be configured to drop IPv6 packets containing a Hop-by-Hop or
Destination Option extension header with an undefined option type.

SRG-NET-000364-RTR-000201 V-230052
The Cisco perimeter router must be configured drop IPv6 packets with a Routing Header type 0, 1, or
3-255.

SRG-NET-000512-RTR-000007 V-216793
The Cisco PE router must be configured to have each VRF with the appropriate Route Distinguisher

(RD).

SRG-NET-000364-RTR-000202 V-230147
The Cisco perimeter router must be configured to drop IPv6 packets containing a Hop-by-Hop header
with invalid option type values.

SRG-NET-000512-RTR-000014 V-230046
The Cisco perimeter router must be configured to suppress Router Advertisements on all external
IPv6-enabled interfaces.
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4. To view the Rule details, click the Rule in the main pane.

STIG Viewer 3

ipve X
STIG Rules e YO
Cisco 10S XR Router RTR

v CISCO 108 XR ROUTER RTR Release: 2 Benchmark Date: 27 Apr 2023

Group ID GROUP ID: RULE ID: STIG ID:

157 V-230157 SV-230157r856673 CISC-RT-000397

The Cisco perimeter router must be configured to dr.

V-230160 SEVERITY: CLASSIFICATION

The Cisco perimeter router must be configured to dr. CAT Il Unclassified
v RED HAT ENTERPRISE LINUX 8

Rule Title:

Group ID

V230535 The Cisco perimeter router must be configured to drop IPv6 packets containing the NSAP address option
RHEL 8 must prevent IPv6 Intenet Control Messag within Destination Option header.

V-230536 . .

RHEL 8 must not send Internet Control Message Pr. Discussion:

V-230537 The optional and extensible natures of the IPv6 extension headers require higher scrutiny since many

RHEL 8 must not d to Internet Control M . .
mustnotrespond o ftermet entro essa implementations do not always drop packets with headers that it cannot recognize, and hence could

V-230538

RHEL 8 must not forward IPY6 source-routed packets cause a Denial-of-Service on the target device. In addition, the type, length, value (TLV) formatting

provides the ability for headers to be very large. This option type from RFC 1888 (OSI NSAPs and IPv6) has

V-230539

RHEL 8 must not forward IPv6 source-routed packe been deprecated by RFC 4048.

V-230540

RHEL 8 must not enable IPv6 packet forwarding unl Check Text:

V-230541 This reguirement is not applicable for the DODIN Backbone.

RHEL 8 must not accept router advertisements on a

V230542

Review the router configuration and determine if filters are bound to the
RHEL 8 must not accept router advertisements on a :

V230543 applicable interfaces to drop EBW6 packets containing the NSAP address option

RHEL 8 must not allow interfaces to perform Interne. v within Destination Option header.
380 Rules ~

34
UNCLASSIFIED



UNCLASSIFIED
STIG Viewer 3.x User Guide, VIR2

Defense Information Systems Agency
31 October 2023 Developed by DISA for the DOD

5. CHECKLIST

5.1 Create Checklist from Home Page or Top Navigation Bar
If STIGs are loaded into the library, checklists can be created by clicking the checklist icon
(represented by three lines and a checkmark at the top of the screen) or clicking the
Checklists section at the bottom of the Home page.

STIG Viewer 3

Open

No Recent STIGs

STIG Viewer

New Open

No Recent Collections

Applicability Guide

New Open

No Recent Checklists

Checklists

When either of these selections are made, the screen will look like this:

= STIG Checklists BB = — o X
+

STIG Checklists

Load Checklist

Create Checklist
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3. Click Create Checklist to create a new checklist or Load Checklist to open an existing V3

checklist.

Note: Checklists created in STIG Viewer 2.17 can be imported to STIG Viewer 3 by
clicking the hamburger menu and selecting Import V2 Checklist.

= STIG Checklists

l Import V2 Checklist

APP

Preferences

Exit

HELP

Release Notes
Dependency List
User Guide

Check for Updates

SHORTCUTS

CTRL

CTRL

CTRL

CTRL

CTRL TAB

GTRL SHIFT

~
v

1/
2/
B/
4/

zlxjo|=z

A

N

w

B

TAB

Select all Rules
New Checklist
Close Checklist
Open Filter Panel
Next Tab
Previous Tab
Previous Rule
Next Rule

Set to No Finding
Set to Open

Set to Not Applicable

Set to Not Reviewed

4. After clicking Create Checklist, a prompt to name the checklist appears. After entering a

name, click Create Checklist.

= STIG Checklists

Create STIG Checklist

Checklist Name

UG Sample Checklis{

Cancel

Create Checklist
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5. The user will be prompted to select from the STIGs listed in the left pane. If no STIGs are
loaded in the library, use the Explorer option to add STIGs.

= STIG Checklists

UG Sample Checklist X

B save @B OpensTiG u Add STIG to Library & Import 4 Export

— —
(Search \

Your STIG library is empty

Use the  STIG Explorer  to open a STIG or add STIGs to your Library

N J

6. If STIGs are loaded into the library, select STIGs to be included in the checklist by clicking
the + beside the STIG name.

= STIG Checklists

UG Sample Checklist X

B save @B OpensTic u Add STIG to Library ¥ Import 4 Export
Q Search

Library STIGs

Canonical Ubuntu 20.04 LTS
Google Chrome Current Windows
Microsoft Windows 10

Microsoft Windows 11

& Use the STIG list to add STIGs to your checklist
Oracle Linux 7

Red Hat Enterprise Linux 7

Red Hat Enterprise Linux 8

+ 4+ B+

Solaris 11 X86
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Note: Use the Search field to find STIGs to be added.

& mport  # Ewort = Filcheckist

€ Use the STIG it to add STIGS to your checkist

7. Clicking the + beside the STIG name adds all rules to the main pane for inclusion in the
checklist.

= STIG Checklists

* UG Sample Checklist X

B save W@ OpensTiG u Add STIG to Library & Import 4@ Export =, Fill Checklist

Checklist STIGs
Q Search
Google Chrome Current Windows 43 of 43 Rules m [ ]

Library STIGs Red Hat Enterprise Linux 8 372 of 372 Rules Q]

Canonical Ubuntu 20.04 LTS

Microsoft Windows 10

Microsoft Windows 11

Oracle Linux 7

Red Hat Enterprise Linux 7

B B B B AR B
++ + |+ +

Solaris 11 X86
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Note: To select individual rules to include in the checklist, click the magnifying glass beside
the STIG name and click the + beside the desired rules. The selected rules will be listed in
the far-right pane.

= STIG Checklists

UG cheatistt X | *uc_cresisi2 x | 4

Y Filter =¢ Back to Checklist Builder
AVAILABLE RULES INCLUDED RULES
GROUP ID: RULEID: STIGID:
V-26279 Sv-33147r1 WA00805 W22
SEVERITY: CLASSIFICATION
caTil Unclassified
V2229
Rule Title:

Error logging must be enabled

Discussion:
The server error logs are invaluable because they can also be used to identify potential problems and enable proactive
remediation. Log data can reveal anomalous behavior such as "not found” or “unauthorized” errors that may be an evidence of
attack attemps. Failure to enable error logging can significantly reduce the ability of Web Administrators to detect or

remediate problems

Check Text:

v This dirsctive specifiss the name and location of the srror log, if not found, this is 2
V6373
chec! eplicable to every h nd virtual h e web serve
Vo631
Fix Text:
Edit the httpd.conf nd enter the name and path he ErrorL og.

+++++++++++++++++'+

8. Click the Back to Checklist Builder in the upper-right corner to return to the STIG
selection pane. The count of included rules for a STIG will be listed beside the STIG name.

= STIG Checklists

UG Checkist_1 X | *uG Checkist2 X | +

Checklist STIGS

APACHE 22 Site for Windows

BB BB
+ o+

9. After all desired STIGs are listed in the main pane, click Fill Checklist in the upper-right
corner to begin processing the checklist.

sussmecraanst X | 4

Checklist STIGS
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10. The STIG details will be displayed. There is a tab for the combined severities and individual
tabs for each severity. The Target Data is on the right portion of the screen along with a
graph of Rule Statuses and their respective counts.

= STIG Checklists

#UG Sample Cheekiist X | 4

Checklist Rules Y ko3

Catll

catll ]

~ GOOGLE CHROME CURRENT WIND...

V-245538
Use of the QUIC protocol must be disabled.

V-241787
Web Bluetooth API must be disabled

V-234701
Chrome must be configured fo allow only T...

V-226404
Import AutoFill form data must be disabled.

V-226403
AutcFill for addresses must be disabled.

V-226402
AutcFill for credit cards must be disabled.

V-226401
Guest Mode must be disabled

V-221599
Chrome development tools must be disabled

V-221598
Collection of WebRTC event logs must be

V-221597
Ancnymized data collection must be disabl.

V-221596
URLs must be allowlisted for Autoplay use

V-221595
Autoplay must be disabled

V-221594
Google Cast must be disabled.

V-221593
Chrome Cleanup reporfing must be disabled.

V-221592
Chrome Cleanup must be disabled

V-221591
WebUSE must be disabled

415 Rules

B sae
‘GROUP ID: RULE ID: STIG ID:
V-245539 SW-245539r769360 DTBC-0045
SEVERITY: CLASSIFICATION
CATI Unclassified
Rule Title:

Session only based cookies must be disabled.

Discussion:
Cookies set by pages matching these URL patterns will be
limited to the current session, i.e. they will be delsted when

the browser exits.

For URLs net covered by the patterns specified here, or for all
URLs if this policy is not set, the global default value will be
used either from the 'DefaultCookiesSetting’ policy, if it is set,

or the user's personal configuration otherwise,

Check Text:
Universal method:

1. In the omnibox (address bar) type

chrome://policy.
2. If the policy "CcokiesSessicnOnlyForUrls”
exists and has any defined walues, this is a

finding.

# import 4 Export  # Edit Checklist
415
Rules

Not Reviewed Not A Finding
a 415 u 0
. Open
0

. Not Applicable
]

Computing -

Host Name

IP Address

MAC Address

Fully Qualified Domain Name

Target Comments

Mone hd

Technology Area -

[] web or Database STIG

\_ /
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11. To change the Rule List Display:, add Rule ID and STIG ID to the left pane, sort on any
of them in ascending or descending order by clicking the gear icon, and click the desired
header to add. Also, Group By: can be changed from the default of Origin STIG to None.

= STIG Checklists

#UG Sample Checklist X | =

Checklist Rules Y Fal = & import & Export  # Edit Checklist
“ Catl Catll -
Rule List Display: LEJD: STIG ID:
~ GOOGLE CHROME CURRE Rule ID m sTicin  -2A5539r769350 DTBC-0045
Group ID Show Rule Title \SYIFICATION 415

Rules

V-245539 )
Session only based cookies mus bRCISVPREYD

V-245538 NGO Origin STIG

Use of the QUIC protocol must b§ d

clfssified

V-241787 . . .
m Wb Bluetooth AP must be disabled T oOkies must be disabled. o Not Reviewed ] Not A Finding
V-234701 418 o
m Chrome must be configured fo allow only T Discussion: ™ Op=n ™ Mot Applicable
m V.226404 Cookies set by pages matching these URL patterns will be 0 Q
mport AutoFil form data must be disabled limited to the current session, i.e. they will be deleted when Checklist Type
m V226403 the browser exits Computing -
AutoFill for addresses must be disabled .
m V-226402
AutoPil for credt cards must be disabled, For URLs not covered by the patterns specified here, or for all e s
V-226401 B A .
m Guest Mode must be disabled URLs if this policy is not set, the global default value will be
m v-221509 used either from the 'DefaultCookiesSetting’ policy. if it is set. PACIEES
Chrome development tools must be disabled or the user's personal configuration otherwise,
m V-221508
Collection of WebRTC event logs must be . Check Text:
V-221597 . .
m Anonymized data collection must be disabl... Universal method: Fully Qualified Do
m V.221596 1. In the cmnibox (address bar) type
URLs must be allowfisted for Autoplay use chrome: //pol
v.221505 romei/ips ) Target Comments
m LAutoplzy must be disabled 2. If the policy "CecckiesSesszionOnlyForUrla™ i
V.221594 exists and has any defined values, this is a VN 3 -
Google Cast must be disabled finding Ex
m V-221593 -
Chrome Cleanup reporfing must be disabled _ﬂchl“(wlc-g" Area -
m V-221592 -
Chrome Cleanup must be disabled.
m V-221591 [J web or Database STIG
WebUSB must be disabled. =7
415 Rules
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12. To add or remove a STIG to the checklist, click Edit Checklist in the upper-right corner.

= STIG Checklists

#LIG Sample Checklist X -+

Checklist Rules A 4 o B sae
“ Catl Catll Catlll
‘GROUP ID: RULEID: STIG ID:

~ GOOGLE CHROME CURRENT WIND. S v-245539 SV-245539r769360 DTBC-0045

Group 1D SEVERITY: CLASSIFICATION
CAT Il Unclassified

V-245538
Use of the QUIC profocol must be disabled. Rule Title:
V-241787 -
Web Bluetooth API must be disabled Session only based cookies must be disabled.
V-234701 . .
Chrome must be configured to allow only T... Discussion:
V-226404 Cookies set by pages matching these URL patterns will be
mport AuloFl form dala must be disabled limited to the current session, i.e. they will be deleted when
V-226403
AutoFil for addresses must be disabled the browser exits,
V-226402
AutoFl for credit cards must be disabled. For URLs not covered by the patterns specified here, or for all
V-226401

Guest Mode must be disabled URLs if this policy is not set. the global default value will be

¥ Import

Mot Reviewed Not A Finding
a 415 u 0
] Open
0

Computing b

415

Rules

g ot ieeicabie
0

Host Name

P Address

V.221599 used either from the 'DefaultCookiesSetting’ policy. if it is set,
Chrome development tools must be disabled or the user's personal configuration otherwise.
V-221588 MAC Address
Callection of WebRTC event logs must be Check Text:
V-221597 F— .
Anonymized data collection must be disabl.. Universal method: Fully Qualified Dor Name
V221596 1. In the cmnibeox {(address bar) type
URLs must be allowlisted for Autoplay use o
chrome://p cy- - .
\-221585 arget Comments
Lutopiay must be disabled. 2. If the policy "CockiesSessionOnlyFcorUrls™
V221594 exists and has any defined values, this is a -
Google Cast must be disabled. finds None -
inding.
V-221593 -
Chrome Cleanup reporting must be disabled Technology Area =
V-221592
Chrome Cleanup must be disabled.
V-221591 [[] Web or Database STIG
WiebUSB must be disabled -
415 Rules

13. To remove a STIG, click the trash can icon beside the STIG name in the main pane. To add
a STIG, click the + beside the name in the left pane. To go back to editing the checklist,
click Fill Checklist in the upper-right corner.

= STIG Checklists

*UG Sample Checkiist X | 4

a Save

. Open STIG u Add STIG to Library
Checklist 5TIGs

Q Search

Google Chrame Current

LETELE Red Hat Enterprise Linux 8

Solaris 11 X86

Canenical Ubuntu 20.04 LTS B g
Microsoft Windows 10 B +
Microsoft Windows 11 B +
Oracle Linux 7 m +
Red Hat Enterprise Linux 7 m +
a -+

UNCLASSIFIED



UNCLASSIFIED

STIG Viewer 3.x User Guide, VIR2
31 October 2023

Defense Information Systems Agency
Developed by DISA for the DOD

14. After all edits have been made to the checklist, click Save to finish creating the checklist.

= STIG Checklists

* UG Sample Checkiist X | <

MW OpensSTIG [ Add STIG to Library

Checklist 5TIGs

B B B BB A
+ 0+ + 4+ o+ +

¥ Import

4 Export =, Fill Checklist

15. The saved checklist will now appear on the homepage under the Checklists section.

5.2  Create Checklist from STIG Explorer

When a checklist is created from the STIG Explorer page, it is loaded into the Checklist screen.

1. To add a checklist from the STIG Explorer page, click the Add (+) tab.

= STIG Checklists

* UG Sample Checkdist >
DB save W@ OpenSTIG [ Add STIG toLibrary

Checklist 5TIGs

B B B BB A
+ 0+ + 4+ o+ +

¥ Import

4 Export =, Fill Checklist
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2. Select Create Checklist.

= STIG Checklists

STIG Checklists

Load Checklist

Create Checklist

Recent Checklists

Test
C:\Users\jennifer.george.USERS\Download...

X

3. Enter a name for the checklist and then click Create Checklist.

= STIG Checklists 1.3 A =

Test X tes2 X | 4

Create STIG Checklist

Che N;
I Test Checklist I

Recent Checklists

Test
C:\Users\jennifer.george.USERS\Download.

X
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5.3 Opening an Existing Checklist

To open an existing checklist, navigate to the Home page and select one of the checklists listed or
click Open and navigate to the location of the checklist.

= STIG Viewer 3

Open
Microsoft Windows 2012 Server Domain Name System X
Cisco 10S XE Router RTR
: X
Cisco 10S XE Router NDM
[ X
STIG Viewer
New Open
S
No Recent Collections
Applicability Guide
New Open
ThirdopenChecklist
—0 . X
X
X
Checklists

Another option is to click the Checklists icon on the left and select one of the Recent Checklists
ot click Load Checklist and navigate to the checklist to be loaded.

= STIG Checklists

STIG Checkiists

Load Checklist

Create Checklist

Recent Checklists
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5.4 Updating Checklists

5.4.1 Changing the Status of Rules

1. To mark requirements as Open, Not A Finding, Not Reviewed, or Not Applicable, click the
circle beside the Rule. Click once to set the status to Not a Finding (green checkmark),
twice to set the status to Open (red exclamation mark), three times to set the status to Not
Applicable (black circle with slash), and four times to set the status back to Not Reviewed
(gray blank circle).

= STIG Checklists BB = — o

stewcnesist X | +

] & e # Eon ) Earchsst
catll catii -

aRouP I RuLE D sna:
V-255013 T

severiTy: CLASSIFICATION Rules
catu Unclassified

R

Check Text:
ves:

None

[0 webor Database sTI

Note: To view the shortcut keys, click the hamburger menu.

= STIG Checklists

FILE HELP @RTCUTS \
New Release Notes CTRL A Select all Rules
CTRL M New Checklist
Open Dependency List CTRL W Close Checklist
CTRL F Open Filter Panel
Save User Guide
CTRL TAB Next Tab
Save As Check for Updates CTRL SHIFT TAB Previous Tab
™ Previous Rule
Save All
b Mext Rule
Import V2 Checklist 1/ N Set to No Finding
2/ 0 Set to Open
4EP 3/ x Set to Not Applicable
4/ R Set to Not Reviewed
Preferences
Exit
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2.

To update multiple rules, select the rules to be updated by clicking the ID and either using
SHIFT and clicking another ID to include all IDs in between, or using CTRL and clicking

the rules to be updated. At the top of the center pane, the possible statuses appear. Clicking

any of these will set all selected rules to the selected status.

= STIG Checklists

Checkist Rules Y o

Il -

Groupid. RulelD v

B s

Molcje]

& it 4 Bwot EdNCheckist

V2383667877,

238363 SV-2003620080...

The Ubunt perating system must disable aatomatic mounting o Universal Serial Bus (USB) mass storage dver

The Uburtu operating system must notallow accounts configured with blank or ull passwords,

The Ubuntu aperating system must not have accounts configured with blank or null passwords.

The Ubunty operatingsystem must isabethe 36 CirkltDelete ke sequence.

The Ubuntu operating system must have system commands group-owned by oot or a system account.

The Ubuntu aperating system must have system commands owned by rootor a system account

The Ubuntu Operating system must have system commands setto a mode of 0755 or less permissive.

The Ubunt operating system mst use a il Inteqrity tool o verfy correctoperaton ofalsecuny unctions.

V2383621853,
169 Rules

The Ubuntu operat

t be configured sothat

| The Ubuntu aperating system must disable the x86 CttAlt-Delte key sequence I a raphical user Iterface s intalled

Tool (APT) removes all P

installed.

1

169
Rules
N

BT

L)
Computing -
HostN:
P Add

N

None <

[ webor Databsse sTIG.

Note: When a new status is assigned, the chart on the right side updates to reflect progress, and the
circle beside the ID will reflect the assigned status.
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5.4.2 Filtering a Checklist

Filter the rules by clicking the funnel icon and applying filters. The number of filters applied will be

shown beside the funnel icon. Rules matching the filter will be listed. Change from Group ID to
Rule ID or STIG ID in the left column by selecting the gear icon. Collapse the STIG by using the

caret beside

the STIG name.

= STIG Checklists

Check

*HMew Checkiist X | +

list Rules Q

“ Catl Catll Catll

Group ID

301 rules excluded by filter
V251717

RHEL 8 must be configured in the s

f
O
©
©
©
[«

V-251716

RHEL & systems, version 8 4 and above, m
V-251715

RHEL & systems below version § 4 muste
V-251714

RHEL & systems below version § 4 muste
V-251713

RHEL 8 must ensure the password comple
V-251712

The RHEL & operating system must not be
V-251706

The RHEL & operating system must not ha
V-250316

RHEL & systems below version § 2 must c.
V-250315

RHEL & systems, versions 8 2 and above,
V-244541

RHEL & must not allow blank or null passw...
V-244540

RHEL & must not allow blank or null passw...
V-244534

RHEL & must configure the use of the pam...

V-244533

b

RHEL & must configure the use of the pam... -l
372 Rules (301 excluded by filters)

B sae # import 4 Export 4 Edit Checklist
GROUP 1D: RULE ID: STIG 1D:
V-251717 SV-251717r858745 RHEL-08-020221
SEVERITY: CLASSIFICATION 372
CAT I Unclassified =
Rule Title:
RHEL & must be configured in the system-auth file to prohibit Not Reviewed ™ Net A Frding
password reuse for a minimum of five generations. 372 0
Open Not Applicable
Discussion: | 4] u 0
Password complexity, or strength. is a measure of the LI
- . e . Computing -
effectiveness of a password in resisting attempts at guessing
and brute-force attacks. If the information system or
Host Name

application allows the user to reuse their password

consecutively when that password has exceeded its defined

P Address

lifetime, the end result is a password that is not changed per

policy requirements.

MAC Address

RHEL & uses "pwhistory” consecutively as a mechanism te <
Fully Qualified Domain Name

Target Comments

—
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5.4.3 Populating Target Data

Target data can be populated on the far-right side of the screen. This area also displays a graphic
showing the number of rules in the STIGs included in the checklist and the progress of status
changes.

= STIG Checklists

* New Checklist 3 +

Checklist Rules Y1) k] B save & import & Export 4 Edit Checklist
“ Catl catll catlil =

GROUP ID: RULE ID: STIG ID:
Group ID o V-251717 SV-251717r858745  RHEL-08-020221
301 rules excluded by filter 372

SEVERITY: CLASSIFICATION

£ Rules

RHEL 8 must be configured in the system- CATI Unclassified
V251716
RHEL & systems, version 3.4 and above, m

Rule Title:
V251715
RHEL 3 systems below version §.4 must &, RHEL & must be configured in the system-auth file to prehibit o Not Reviewed ™ Not A Finding
V-251714 § password reuse for a minimum of five generations. 372 o
RHEL & systems below version 5 4 muste .

m o | o Aeeine
V251713 Discussion: 0
RHEL 8 must ensure the password comple.
V251712 Password complexity, or strength, is a measure of the com utin- .
The RHEL & operating system mustnot be ... effectiveness of a password in resisting attempts at guessing [
V-251706 i i / \
The RHEL & operaiing system must nof ha and brute-force attacks, If the information system or A
V-250316 application allows the user to reuse their password . -
RHEL 8 systems below version §.2 mustc... consecutively when that passwerd has exceeded its defined
V250315 P Address
RHEL & systems, versions & 2 and above lifetime, the end result is a password that is not changed per
V244521 policy requirements.
RHEL 8 must not allow blank or null passw.
V.244540 . . - 5
et st bl ol s RHEL 8 uses “pwhistry” consecutively as a mechanism to
i . Name
V244534 prohibit passwerd rsuse. This is set in both:
RHEL & must configure the use of the pam Jfetc/pam.d/password-auth
V244533 Jfetc/pam.djsystem-auth Target Comments
RHEL & must canfigure the use of the pam.
V-244528 =3
The RHEL & SSH daemon must not allow Note that manual changes to the listed files may be None -
V-244524 overwritten by the "authselect” program.
The RHEL & pam_unixt S0 module must be
V244522 Cherle Tavt: ~J Technolog -
RHEL § operating systems booted with 2 B..
V-244521
RHEL 2 operating systems booted with Uni [ web or Database sTIG
V237642 \ /
() [l NI

372 Rules (301 excluded by filters)

5.4.4 Adding Comments and Finding Details to a Single Rule

Add Comments and Finding Details to an individual rule by typing directly into the Comments
and Finding Details boxes or copying and pasting from another document into the boxes.
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5.4.5 Adding Comments and Finding Details to Multiple Rules

1. Multiple rules can be updated at one time. After selecting all rules for updating, click the
square in the upper-right portion of the screen. From the pop-up menu, select Edit
Comments or Edit Finding Details.

= STIG Checklists

vazen

NotRevenes gy Nt Frong
H

Checklist Rules ~ Y(1) &% B s & Epot /7 Edit Checkiist
OB ot catn | catin Update Status of All Selected ‘
© nosoroncsnous [ O ]
I I s 392
V22291 Rules
@ Edit Finding Detalls
9

XML files. BEY
User P must be disabled
o
@ wnrromooorio
vz
o be enabled password

vasizrs
be configured

vass2n
‘Simple TCP/IP Services must not be installed on the system.

@ w 0 | vazse

vasse
Windows 11 account lockout duration must be configured to 15 minutes or greater.

WNTI-AC000040 vasian
be configured to 24 passwords remembered.

2. After making a selection, either type or copy and paste in the box.

Update the comments for 8 rules:

cancel  save
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3. Click Save to add the text to the selected rules.

= STIG Checklists

[l
ChecklistRules ~ Y(1) &% B sae & Boot  / Edit Checkiist
El - v can B

© MCROSOFTORIGE NS ROPWS GROUP D: RULED: sTG 1 ‘
v-2z32s2 sv-2zs2s2iET9042 0365-C0-000003
] 392
sevenry weoncr s cussicanon Ruies
] caru V108761, v-99657 Undssifed
9 Rule Titl:
Not vienes g et A g
[ Offcespplicaions must b configured o spcity encyption type in BABRHBHE-protected Office Open X\ e [ Bl [P
Discussion: - -
Compting .
This policy setting allows you t speciy an encrypton typ for Offce Open XML fles, e ——
Us Host ame
T

computer. Speciy the 01122223

<Encrypior >, <Encryption Algorithm>,<Encryption Key Length> UG Fa DM

For example: Microsoft Enhanced Cryptog

VI0RCA128 For the User Guide

ou disable or do not configure

s policy setting, the default CSP is used. The default cryptographic service provider (CSP) is Workstation

Microsoft Enhanced RSA and AES Cryptographic Provider, AES-128, 128-bit. ; )
Other Review
Note: This policy setting does not take effect unless the registry key
HKEY_CURRENT_USE? application to\Compatiode is set to 0. By [ Web orDatabase STIG
de CompatMode registry key is set to 1.

4. All Rules selected will have the same Comment or Finding Details text.

5.5 Saving a Checklist

1. An unsaved checklist will have an asterisk beside the checklist name. The example below is a

new checklist that has not been named (created from the STIG Explorer tab).

# Mew Checklist -+

Cheacklist Rules Y1) o B sae

All Cat | Catll Cat 1l

»  MICROSOFT OFFICE 365 PROPLUS

0363-CO-00000

0363-CO-00000

0365-CO-000016

0365-0U-00000

lelelele
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2. In the Preferences section, the default is Auto-Save Checklists. Uncheck the selection to save

the checklist manually.

= STIG Viewer 3

Preferences

[] Enable Sunset Labels

Aute-Save Checklists

[ Force Single Instance
Zoom

Log Path
C:\Users\ertosten\AppData\Roaming\STIG_VIEWER_3\logs

Reset App

Defauit &pp
Dashboard

Default

m C @ nce'

3. To save a checklist, click Save in the upper part of the screen or click the hamburger menu.

# Mew Checklist -+

Checklist Rules Y1)

All Cat | Catll

0365-C0-00000

' MICROSOFT OFFICE 365 PROPLUS

e

Cat 1l

B save

0365-C0-00000

0365-C0-000016

0365-0U-00000

le]elele

UNCLASSIFIED

52



UNCLASSIFIED

STIG Viewer 3.x User Guide, VIR2 Defense Information Systems Agency
31 October 2023 Developed by DISA for the DOD
= STIG Checklists
FILE HELP SHORTCUTS

CTRL A

Mew Release Notes Select all Rules
CTRL N Mew Checklist

Open Dependency List CTRL W Close Checklist
CTRL F Open Filter Panel

Save User Guide
CTRL TAB MNext Tab

Save As Check for Updates CTRL SHIFT TAE Previous Tab
T Previous Rule

s All

ave & Mext Rule

Import V2 Checkist 1/ R Set to Not Reviewed

2/ 0 Set to Finding
s 3/ N Set to No Finding

4/ x Set to Mot Applicable

Preferences

Exit

4. The hamburger menu provides the options to Save, Save As, or Save All open checklists,
which will prompt the user to save each open checklist separately. Navigate to the desired
location and save each open checklist. The application will open the navigation window to
the last location accessed.

'ﬁ‘ Save as >
&« e T « STIG ... » STIG Viwer 3 Beta > v D L Search STIG Viwer 3 Beta
Organize ~ New folder = - ®
Fal
" Name

20230307 _2_stig_viewer_3-win32-x64
Archive

0 FirstOpenChecklist.cklb

1 SecondOpenChecklist.cklb

v < >
File name: | ThirdOpenChecklist.cklb v
Save as type: |Beta Checklist (*.cklb) ~

~ Hide Folders Cancel
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5. If the user tries to exit a checklist that has not been updated (no asterisk beside name), the
application will close with no prompts. If updates have been made to the checklist (asterisk
beside name), the user will be prompted to Close without Saving, Save and Close, or
Cancel. Cancel is the default.

A This checklist has unsaved changes.

Close Without Saving Save and Close Cancel

6. After a checklist has been saved, it can be reopened by either clicking the name of the
checklist in the Recent Checklists section or by clicking Load Checklist, navigating to the
saved location, and clicking Load.

STIG Checklists

Load Checklist

Create Checklist

Recent Checklists

@ Open X
™ > This PC » Documents > STIG Viewer > STIG Viwer 3 Beta v U O Search STIG Viwer 3 Beta
Organize ~ New folder - I 0
SCRAM ~  Name Date modified Type
sDC Lo . .
20230406_1_stig_viewer_3-win32-x64 4/6/2023 11:35 AM File folder
Sound recordings Archive 4/6/2023 11:35 AM File folder
SPO [] uG_Checklist_1.cklb 4/6/2023 1:49 PM CKLB File
STIG Applicability
STIG Viewer
Source Documents
STIG Viwer 3 Reta < ¢
File name: |UG_Checklist_1.cklb v ‘ Checklist (*.cklb) ¥
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5.6

1.

Importing XCCDF Results into a Checklist

To import XCCDF results into a checklist, click the Import icon and select Import
XCCDF Results.

= STIG Checklists

Tl O] c o] o)

V255913 $V-255913r880.
vasises Rules
The Ubuntu operating system must disable automatic mounting of Universal Serial Bus (USB) mass storage driver.
250 o Netrevenes
The Ubuntu operating system must not allow accounts configured with blank or null passwords. 156
o
L
| The system must not h ts h blank s h
Host
| ‘The Ubuntu operating system must disable the x86 CtrkAlt-Delete key sequence. e
| ‘The Ubuntu operating system must disable the xB6 CtrkAlt-Delete key sequence if a graphical user interface s installed.
| The system must by root or a system account
N -
| The system must by foot or a syst . ~
2385 [ webor DatabasesTI
The system must t0@mode of 0755 o less permissive.

system must be configured 0 that Advance Package Tool (APT) removes all software components after updated versions have been installed

| The
238362 Sv.2383620853... | ™

Navigate to the results file to import and click Load.
A pop-up window will display the following:

e The number of results with matching Rule IDs and revision numbers that are ready to

import.

e The number of results having matching Rule IDs but that did NOT match on revision

numbet.

e Any results that did NOT match a Rule ID.

Complete the import with only the Rule IDs having matching revision numbers by clicking
Complete Import. To bring in all results regardless of revision matches, click the checkbox

beside Include loosely matched results and then click Complete Import.

Selected file contains 226 Rules

° 142 rules had matching Rule IDs and are ready to import

o 83 rules had matching Rule IDs, but mismatched Revision IDs

[0 Include loosely matched results

e 1 rule could not be matched Show

Cancel Complete Import
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5. If any rules did not match, click Show, and the rule(s) that could not be matched will be

displayed.

Selected file contains 226 Rules

o 142 rules had matching Rule I1Ds and are ready to import

o 83 rules had matching Rule |Ds, but mismatched Revision 1Ds

[ Include loosely matched results

e 1 rule could not be matched Hide

xccdf mil.disa.stig rule 5V-230288r743954 rule

Cancel Complete Import

6. The imported results will show in the checklist. The example below was completed using the

Import XCCDF Results without checking the box to Include loosely matched results.

= STIG Checklists

~us_orectst1 X | +us_crecustz X [ 4

CheckistRules Y o

ot can can

 RED HAT ENTERPRISE UNUKB STIGSCA..

8 s

GROUP 1D:
v-230221 SV-2302217855734 RHEL-08-010000

CHECK REFERENCE sevemiTy: cuassiFicaTIoN
ovatmildisastig.rhelidef:100 cATI Unclassified

Rule Ti

RHEL 8 must be a vendor-supported release.

Note: The life-cycle time

References

CCI-000366

Implement the secur

~NIST 5P 800-53

~NIST 5P 800-53

~NIST 5P 800-53A )
NIST P 800-53 = CM-6 5

[ Web or Database STIG
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7. 'The example below was completed using the Import XCCDF Results and checking the
box to Include loosely matched results.

= STIG Checklists.

«hewcrecsst X | 4

CheckistRuies ¥ & @ swe & Boot /' EoitCheckist
Bl - v can .
7 REDHTENTERPRSE LUK TS SR Rour 1o Roeo: st o
v-230250 sv-2302501627750 RHEL-08-010250
230
crecx Rereence seveny: ssircanon Roles
ovalmildisastig helgider121 caru Unclassified
Rule Title:
ringing Notainsng
The RHEL 8 /varflog directory must be group-owned by root LR g
Discussion:

oo
Only authorized personnsl should be aware of errors and the details of the errors. Error messages are an indicator of an
organization's operational state or can identify the RHEL 8 system or platform. Additionally, Personally Identifiable Information
(PID and operations information must not be revealed through error messages to unauthorized personnel or their designated
representatives.

computing >

Host Name

The structure and content of error by

tion and development team. The
extent to which the information system is able to identify and handle error conditions i guided by organizational policy and
operational requirements.

P Address

MAC Addres
Fix Text:

Changs o

Fully Qualfied Domain Name

References oo
cl-001314
Reveal error messages only to organization-defined personnel o roles.

[ web or Database STIG

5.7 Importing Checklist Data

The user can import checklist data into another checklist. Click the Import icon and select Import
Checklist Data. This will bring in Status, Comments, Finding Details, and Checklist Type
(target data) from the checklist being imported.

5.8 Exporting Checklist Data
1. Export the checklist data by clicking the Export icon.

= STIG Checklists

[r——
Checkistiues Y & @ s

¥ impor EditCheckist
catl catn catil -
Sroupld RulelD ~ - crovpo: wueo: st |
V251505 SV-251505r853450 UBTU-20-010461
@ v Svassetiaso.. 160
T Ut st sy s e
sevenr cuassimcaton Rules
vassonz - et
T Ut st s Seb e ATl Undlassied
vaszros o5t
] ¥ .
Rule Title:
g NotRevenes B NotArinding
5 e Ubartu aperating system st issle automatic mocrting o Univers! Sl B (US8) s strage crver ER
vasteos svastsou
[ Y2020 s o Discussions:

open Not Appicanie
[ s |

Without authenticating devices, unidentified or unknown devices may be introduced. thereby faciitating malicious activity

Computing -
Peripherals include, but are not limited to, such devices as flash diives, external storage, and printers.

Check Te

Bility

55 storage kerael medule.

Q.

oz the line is commented out, this is a finding.

5 mass

[ Web or Database STIG

the line is commented out, this is a £

8367
The Ubunty sperang

V238366 SV-2383661877...
plement

cing syssem to disssls wsing
Usirit operaing system s 5 =y g

Create & file under "/ece/modprobe.d” to

V238363 SV-2383630880...
The Ubuniu gpersting sysiem mist mplen
WaN vz Sv-2383621853...  ~
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2. 'This displays a pop-up window, which shows a choice of export format and which fields to
include.

= STIG Checklists

Export Format

1) CSV  CMRSXML — eMass CKL

Export Type
LU Filtered Rules

Export Fields

Header All header fields are being exported

Rule Info All rule info fields are being exported

Checklist Data All checklist data fields are being exported

Target Data All target data fields are being exported

=

Note: The defaults are HTML format and All fields. Change the format by clicking the desired
format. Exclude fields from each section by clicking the caret to display fields for each section and

clicking the field to exclude or clicking None to exclude all the fields.

= STIG Checklists

Export Format
SV CMRSXML
Export Type.

PIETY Fiered rules

Export Fields

Header All header fields are being exported v

Rule Info Some rule info fields are being exported -

IS S S S S S S

Checklist Data No checklist data fields are being exported v
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= STIG Checklists

Export Format
csv | cMRs XML
Export Type

LY Fitered Rules

Export Fields

Header All header fiel

ing exported

Rulenfo Some ru

lds are being exported

Checklist Data No checklist data fields are being exported

Status. Comments FindingDetails SeveityOvenide

SeverityOverrideReason

A None.

Note: Any fields not highlighted will be excluded.

5.9 Resizing the Checklist Pane

1. To resize the checklist pane vertically, click the bar between the rule list and the rule details

and drag left or right.

2. To resize the checklist pane horizontally, click the bar between the rule details and the

Comments and Finding Details and drag up or down.
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6. SRG/STIG APPLICABILITY GUIDE

6.1 Accessing Applicability Guide from STIG Viewer 3 Dashboard

1. To access existing Applicability Guides, select the Open icon and navigate to the existing
location.

2. To create a new collection, select the New icon or click the Applicability Guide icon.

= STIG Viewer 3

open

No Recent Collections

6.2 Menu

The menu is in the upper-left corner. This menu is divided into three sections: FILE, APP, and
HELP. It also contains the Exit option.

= Applicability Guide
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6.2.1 File Menu

The FILE section allows the user to create a new asset collection or open an existing one.

= Applicability Guide

FILE HELP
New Release Notes
Open Dependency List
User Guide
APP
Preferences Check for Updates
Exit

6.2.2 App Menu

This section contains the Preferences menu, which allows the user to set preferences in the
application such as enable sunset labels, change the font size, access application logs, change the
theme, set the Default App to open when accessing STIG Viewer, and reset the application back to
the default settings.

= Applicability Guide

FILE HELP
New Release Notes
Open Dependency List
User Guide
APP
Preferences Check for Updates
Exit
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= STIG Viewer 3

Preferences

[] Enable Sunset Labels
Auto-Save Checklists
[0 Force Single Instance
Zoam

Log Path
C:\Users\ertosten\AppData\Roaming\STIG_VIEWER_3\logs

Reset App

Dashboard -

Default -

m cancel

6.3 Navigation Bar Menu

6.3.1 Overview

The navigation bar (Navbar) will display a list of options to interact with the application and the
created collection. When viewing a collection, buttons will appear such as Save, Merge, etc.

= Applicability Guide

a Save

v Asset Collection +02,08

6.3.2 Merge Button

Click this button to open a file dialog and select a collection file to merge into the open collection.
This is explained below in more detail.

6.3.3 Save Button

Click this button to open a file dialog, name the collection file, and save it to disk. This is explained
below in more detail.
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6.3.4 Export Button

Click this button to expand the export button into four options. These are explained below in more
detail.

Assets

Export Assets as Text

Export Assets as HTML
STIGs
Export STIGs as Text

Export STIGs as HTML

6.3.5 Right-Click Menu

6.3.5.1 Menu

Right-clicking an asset will provide a menu. This menu has shortcuts to add an asset, edit the asset,
remove the asset, and enter Guide Mode. The right-click menu also includes two features that are
not available elsewhere: Add Parent and Add Parent using Guide Mode. Note that these two
features are only available if the selected asset and its current parent have matching assets.

= Applicability Guide

B save

v Asset Collection +O,/ P8

Microsoft Windows 11 No Name + o i P X

Create Asset

Add Parent

Guide Mode » Add Asset
Edit Asset Add Parent

Delete Asset
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6.4 Asset Tree

6.4.1 Overview

The main view under the File menu is the Asset Tree. This allows the user to view their current
collection and add, edit, or remove assets. Based on the selections, a pane to the right can appear to
display or collect additional information about the selection. The Asset the user is working with will
be highlighted in green.

= Applicability Guide

B save
v Asset Collection +0/ P8 Create Asset
v CloudSevice UG Cloud Service +OFS P X
t Name
v VMWare vSphere 7.0 Virtual Machine  No Name +OF5/P X
Asset Types
v Microsoft Windows 11 N0 Name +OFSP X
_— Application
HESS Agent Handler ame +@,/ B x Container
Microsoft Office System 2016 NO Name +0OS B X Generic Network Element
Java Runtime Environment (JRE) & for Windaws Specific Network Element
O +OFEX

Virtual Appliance

Virtual Machine

Cancel
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6.4.2 Creating a Collection

1. To create an asset collection and begin adding assets, click the Applicability Guide icon on

the home page or click the icon in the navigation bar at the top.

= STIG Viewer 3

Open

Virtual Private Network (VPN) Security Requirements Guide
STIG Library

STIG Viewer

New Open

No Recent Collections

New Open

No Recent Checklists

Checklists

2. Enter a name for the collection and then click Create.

= Applicability Guide

New Collection

Colection ame
Asset Collection|

Create Cancel

Note: To go straight to a collection without naming it, click the New button in the
Applicability Guide section of the home page.

New Open

No Recent Collections

Applicability Guide

6.4.3 Adding Assets (Standard Mode)
1. Click the “+” button to add the first Asset.
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2. A selection pane will appear to the right, and the selected asset will be highlighted in green.
Enter the Asset Name and select the Asset Type that applies to this asset.

= Applicability Guide

A save *

UG Asset Collection +O/,. 08

= Applicability Guide 1 B = — O X
B save * J. Merge ¥ Export X Close
UG Asset Collection +O,08 Create Asset
Asset Name ]
Asset Types
ﬂset Group

Cloud Service

Enclave or Network

Information System

Major Program, Service, or Application
Operating System

Site

wual Machine

Cancel
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3. After the Asset Type is selected, applicable labels ' for the asset can be selected. Select zero
or more labels that apply to the asset and then click Create to create entries in the asset tree
representing that item. The search input can be used to find desired labels quickly.

= Applicability Guide 1) | = — o X

O save + 7. Merge # Export % Close

UG Asset Collection +0 /0B Create Operating System Asset

Name

Asset Types

Major Program, Service, or Application

Operating System

Site

Labels win

Microsoft Windows 10

Microsoft Windows 11

Microsoft Windows 7

Microsoft Windows 8/8.1

Microsoft Windows Server 2008 Domain Controller

Microsoft Windows Server 2008 Member Server

Microsoft Windows Server 2008 R2 Domain Controller

Microsoft Windows Server 2008 R2 Member Server

Microsoft Windows Server 2012 and 2012R2 Domain
Caontroller

Microsoft Windows Server 2012 and 2012R2 Member Server

Microsoft Windows Server 2016

Microsoft Windows Server 2019 I

= Applicability Guide

i save *

v UG Asset Collection +0O/,/08
Microsoft Windows 11 No Name + gi Ex
Microsoft Windows Server 2019 Mo Name + ei R X

! Asset Label: A descriptive tag that applies to an asset type.

67
UNCLASSIFIED



UNCLASSIFIED

STIG Viewer 3.x User Guide, VIR2 Defense Information Systems Agency
31 October 2023 Developed by DISA for the DOD

Note: The user can replace No Name by using Edit Asset described later in this document.

6.4.4 Adding Assets (Guide Mode)

1. Click the compass icon (circle with a diamond) next to the “+” button to begin Guide
Mode.

= Applicability Guide

A save *

UG Asset Collection +0,.88

2. After clicking Guide Mode, a pane will appear to the right prompting the user to add an
asset by asking a series of questions. Answer Yes or No to each appropriate question and
select End Guide when finished.

= Applicability Guide

B save *

UG Asset Collection +O/S P8 Guide Mode - Operating System

Are there any Operating Systems to add?

Description:

None
Available Labels:

Tri-Lab Operating System Stack (TOSS) 4

Microsoft Windows 7

Microsoft Windows 8/8.1

Microsoft Windows 10

Microsoft Windows 11

Microsoft Windows Server 2016

Microsoft Windows Server 2018

Microsoft Windows Server 2022

Microsoft Windows Server 2008 Domain Controller

Microsoft Windows Server 2008 Member Server

E £ B3
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3. Select No to move to the next asset in the list. Select Yes to move to the label pane where
name and the asset type label can be selected (if available).

= Applicability Guide

B save *

UG Asset Collection

+0/s P8

Create Operating System Asset

UG 0s

Labels o

Microsoft Windows 10

Microsoft Windows 11

Microsoft Windows 7

Microsoft Windows 8/8.1

Microsoft Windows Server 2008 Domain Controller
Microsoft Windows Server 2008 Member Server
Microsoft Windows Server 2008 R2 Domain Controller
Microsoft Windows Server 2008 R2 Member Server

Microsoft Windows Server 2012 and 2012R2 Domain
Controller

4. After adding and creating an asset, the wizard will descend into its children. The next
prompt will be the first child of the asset just added. After a decision is made to add each
child, the wizard will return to the top level, and other assets can be added. This process
continues until every asset type available has been addressed.

= Applicability Guide

B Save

v UG Asset Collection

+@/Pa

Microsoft Windows 11 UG 0S

+O /P X

Guide Mode - Application

Are there any Applications to add?

Description:

An application is a software program hested by an information

system.

Available Labels:

AvePoint Compliance Guardian

SPEC Innovations Innoslate 4.x
Windows Defender Antivirus

McAfee VirusScan 8.8 Local Client
McAfee VirusScan 8.8 Managed Client
McAfee VSEL 1.9/2.0 Managed Client

McAfee VSEL 1.9/2.0 Local Client

Microsoft Windows Firewall with Advanced Security

McAfee Application Control 7.

&3 E3 £
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Notes:

e Select multiple labels to create multiple tree items with the different labels selected.
e To leave Guide Mode, click End Guide.

6.4.5 Adding Parent Assets

After an asset has been created, a new parent can be added by using the Add Parent feature.

Note: The Add Parent feature will only be available if an asset type is available that allows
relationships between the selected asset and its current parent.

1. Right-click the asset to which the parent will be added and select Add Parent.

= Applicability Guide

B save*
v UG Asset Collection +O,/ 0B
Microsoft Windows 11 UG 0S + ol' X

Create Asset
Add Parent
Guide Mode »
Edit Asset
Delete Asset

2. Select the asset to add and click Create.

= Applicability Guide

v UG Asset Collection +ospe Create Asset

Mirosoft ndows 11 UG 0S +O/E X

Asset Types

Asset Group

Virtual Machine
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Note: Listed on the right are assets available based on the asset selected and its current parent.

= Applicability Guide

B save *
~ UG Asset Collection +tos/e8 Create Virtual Machine Asset
Microsoft Windows 11 UG OS LR T d B
Asset Name
Asset Types

Asset Group

Virtual Machine

Labels Q.Search Labels

VMWare ESXi 5.0 Virtual Machine

WYMWare vSphere 6.0 Virtual Machine

WMWare vSphere 6.5 Virtual Machine

WYMWare vSphere 6.7 Virtual Machine

YMWare vSphere 7.0 Virtual Machine |

3. The new parent will be added to the asset.

= Applicability Guide

B save *
v UG Asset Collection +O/ BB
o VMWare vEphers 7.0 Virtual Machine ame +O7/P X%
Microsoft Windows 11 UG 0S +O/,P X

6.4.6 Adding Parent Assets (Guide Mode)

If an asset has been created but reverse order is desired, a parent can be added using the Guide
Mode by clicking the Add Parent option when selecting Guide Mode.

Note: The Add Parent feature will only be available if an asset type is available that allows
relationships between the selected asset and its current parent.
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1. Right-click the asset to which the parent will be added and select Guide Mode >> Add
Parent.

= Applicability Guide
A save *
v UG Asset Collection +0O/, 08
“  VMWare vSphere 7.0 Virtual Machine N0 Name +O, B X
Create Asset
Microsoft Windows 11 UG 0S +OFS P X
Add Parent

Guide Mode » Add Asset

Edit Asset Add Parent

Delete Asset

2. On the right, select Guide Mode to view available asset labels based on the asset selected
and its current parent.

= Applicability Guide
a Save *
v UG Asset Collection +O/,08 Guide Mode - Cloud Service
VMWare vSphere 7.0 Virtual Machine
1o Name +TOFE X Are there any Cloud Services to add?
Microsoft Windows 11 UG 0S +0O0/75P X Deseription:

Cloud services are those services covered by the DoD Cloud SRG,
including Software as a Service (5aaS), Platform as a Service (Paas).
and Infrastructure as a Servica (laa5).

Available Labels:

Cloud Service

& 3 B3
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3. Select Yes on the Asset Type, name it, select the label to add, and then click Create.

0o X

X Close

Create Cloud Service Asset

= Applicability Guide
B save *
v UG Asset Collection +Os,0B
Vare vSphere 7.0 Virual Machine
v — +OFP X
Microsoft Windaws 11 UG OS +O/B X

Asset Name
UG Cloud Service]

Labels

|C\oud Service

Cancel

4. The new parent will be added to the asset.

Guide Mode - Application

= Applicability Guide
B save *
v UG Asset Collection +0/08
v Cloudsenice UG Cloud Service +O,/ B X
o ‘\f-rv‘j\'iale\"SpherET.D\nnual Machine FOS P X
Microsoft Windows 11 UG OS +O/,E X

Are there any Applications to add?

Description:

An application is a software program hosted by an information
system.

Available Labels:

AvePoint Compliance Guardian

SPEC Innovations Innoslate 4.x

Windows Defender Antivirus

McAfee VirusScan 8.8 Local Client

McAfee VirusScan 8.8 Managed Client

McAfee VSEL 1.9/2.0 Managed Client

McAfee VSEL 1.9/2.0 Local Client

Microscft Windows Firewall with Advanced Security

McAfee Application Contral 7.x

2 E3 B3
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5. Click End Guide.

= Applicability Guide # = — o X
B save * 1, Merge # Export X Close
v UG Asset Collection +0 P8
v CloudSeviee UG Cloud Service +0, P X
“  VMWare vSphere 7.0 Virtual Machine ame +0, P X

Micrasoft Windows 11 UG 05 +OF/ P X

6.4.7 Editing Assets

1. After creating an asset, click the pencil icon to begin editing an asset. A pane will appear on
the right side with the current asset information.

= Aapplicability Guide # B = — O X
) save * 7. Merge # Export X Close
~ UG Asset Collection +0,,08
v CloudSevice UG Cloud Service +O, P X

WV VMWarevSphere 7.0 Virtual Machine  NO Name +0O,/P X

Microsoft Windows 11 UG OS Edit Asset
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2. Change the name of the asset and the label (if available) as needed and click Save.

= Applicability Guide 1) | = — O X
A save * J. Merge ¥ Export % Close
v UG Asset Collection +O/PE Edit UG Virtual Machine
v CloudService UG Cloud Service +O/, P X Asset Name

UG Virtual Maching|

VIMWare vSphere 7.0 Virtual Machine

— +O,B X
Labels Q Search Label

Microsoft Windows 11 UG OS -+ 0 I | I

VYMWare ESXi 5.0 Virtual Machine

VMWare vSphere 6.0 Virtual Machine

VMWare vSphere 6.5 Virtual Machine

VMWare vSphere 6.7 Virtual Machine

VMWare vSphere 7.0 Virtual Machine

3. The changes will be reflected on the tree to the left.

= Applicability Guide # B = O X
B save * 3. Merge ¥ Export X Close

v UG Asset Collection +0s,.08
v  Cloudsenice UG Cloud Service +0OLS,/ P X
v VMWare vSphere 7.0 Virtual Machine UG Virtual Machine +0OLS,/ P X
Microsoft Windows 11 UG OS +O,/ P X
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6.4.8 Removing Assets

To remove an asset, click X next to the tree item and click Delete.

v Asset Collection +9/BB w Asset Collection +9/B88

Operating System My Operating System + 9,8 % Delete Operating Ssystem My Operating System? De\@; Cancel

Delete Asset

6.5 Save, Open, and Merge

6.5.1 Overview

When an asset posture is built, the application allows the user to save the collection as a JSON
document for import later. These options can be found under the File menu located under the
hamburger menu or by using the Save icon at the top of the page.

6.5.2 Save Collection

1. To save a collection, select the Save icon in the navigation bar or open the hamburger menu
and select File >> Save.

= Applicability Guide
B save *
~ UG Asset Collection +0O,. 08
wv  Cloudsenice UG Cloud Service +0OS/P X
v VMWare vSphere 7.0 Virtual Machine UG Virtual Machine +0OS P X
Microsoft Windaws 11 UG 0S +0O,/ B X
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= Applicability Guide

FILE HELP

New Release Notes

Open Dependency List

Save User Guide

Save-As Check for Updates
APP

Preferences

Exit

2. A window will pop up with the option to choose a save location and a file name if this is a
new collection. Click Save to save the collection.

File name: | AssetCollection json

Save as type:  Collection Files (*json)

~ Hide Folders

Save Cancel

6.5.3 Open Collection

1. To open an Asset Collection (either JSON or XML), click Load Collection to load an
existing collection or Return to Collection if returning to the last worked collection or

selecting from the Recent Collections section of the main page.

Note: Alternatively, click the hamburger menu and select File >> Open to open files.

= Applicability Guide

Asset Collections

Load Collection

Create Collection

Return to Cellection

Recent Collections

Asset Collection

C:\Users\ertosten\Documents\STIG Viewer\SV3-
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2. Navigate to the location of the saved Asset Collection document, select it, and then click

Open.
nts » STIG Viewer » SV3-TestCases v [J] P Search SV3-TestCases

ol Name Date modified Type Size ol

P \j Asset Collection json 5/17/2023 1:46 PM JSON File 1 KB v

=

= Applicability Guide
B save

v UG Asset Collection +0,.08
v Cloudsenice UG Cloud Service +0O,/P X
“  VIMWare vSphere 7.0 Virtual Machine UG Virtual Machine +0O,/P X
Microsoft Windows 11 UG 05 +0O,/R X

Note: If an imported asset has been sunset or deprecated, an indicator will be displayed next to the
asset. A red sun indicator signifies that it is sunset. To view the names of sunset assets, select File
>> Preferences and check Enable Sunset Labels to enable the Sunset Labels option.

= Applicability Guide
A save *
v UG Asset Collection +O/,.08
wv  Cloudsenice UG Cloud Service +0O,/ P X
v VMWare vSphere 7.0 Virtual Machine UG Virtual Machine +0OS/ P X
v Microsoft Windows 11 UG OS +O0, B X
Adobe ColdFusion 11 Legacy Cold Fusion - Sunset O +0O,/B X

6.5.4 Merge Collection

Merging an asset collection allows the user to import assets from an asset collection file into the
currently open collection. When the merge operation is successful, the assets of the merged
collection will be appended to the end of the current collection.
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6.5.4.1 Merge an Asset Collection
1. In the Navbar, click the Merge icon.

= Applicability Guide

aSaue-*

2. Navigate to the location of the saved Asset Collection document, select it, and then click

Open.
] Open *
“— v » This PC » Desktop > Examples v B Search Examples 2
Organize = New folder ~ [
~  Name Date modified Type Size
My First_Collection 1/10/2019 2:10 PM XML Document

6.5.4.2 Merge Collections (with tree not empty)

v hsset Collection +°,!E ~  Asset Collection +Os/PE
v  Cloudserice UG Gloud Service + OB X

v CoudSenice UG Cloud Service +0F P X
~ VMWarevSphere 6.7 Virtual Machine UG Virtual Machine +OF P X

v VMWarevSphere 6.7 Vimual Machine UG Virtual Machine EX-Td B
_— Merosoft Windows 10 UG 05 +OF P X

Microsoft Windows 10 UG 0S + P x
os T4 3

6.6 Drag and Drop

6.6.1 Overview

The SRG/STIG Applicability Guide is drag-and-drop enabled, meaning the user can drag and drop
a compatible asset into another asset.

6.6.2 Drag and Drop Assets

To drag and drop an asset, left-click and hold with the left mouse button and then drag it to the
intended asset. When the dragged asset encounters a compatible asset, the compatible asset will turn
green, signaling a valid drop location. If the asset is not compatible, the asset will not be moved, and
a message will be displayed.
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Compatible Item Dragged

Incompatible Item Dragged

= Applicability Guide N 8 =

 save 2, Merge
v Asset Collection +Ooss, P8
™ UG Cloud Service +OFS/E X
+O,/ N
~ ne UG Virtual Machine +OFSE X
v Microsoft Windows 11 e +OFS/E X
Adobe ColdFusion 11 Legacy Cold Fusion T +OFSP X

6.7 Exports

6.7.1 Overview

After building an asset collection, the user can export the requirements/policy documents using

options in the Navbar menu. Exports come in two file types, HTML and text, and in two varieties,

normal/flat and asset-based list. The flat list contains only the policy documents and their

information, whereas the asset-based list also contains the asset that it applies to and the path to get

to that asset.

= Applicability Guide

Bsave-‘-'

v UG Asset Collection
v CloudSeniee UG Cloud Service

v VMWware vSphere 7.0 Virtual Machine UG Virtual Machine

w Microsoft Windows 11 UG 0S8

Adobe ColdFusion 11 Legacy Cold Fusion - Sunset

Assets

Export Assets as Text

Export Assets as HTML
STIGs
Export STIGs as Text

Export STIGs as HTML

¢ +OF°B X
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6.7.2 Preview

To access a preview of the current collection, select Documents from the asset tree. The window
on the right will show a list of the Requirements/Policy Documents that apply to the current asset
posture.

= Applicability Guide

B save *
v UG Asset Collection +0/,08 Documents
v CloudSenice UG Cloud Service +OFE X
Cloud Computing Security Requirements Guide
VMWare vSphere 7.0 Virtual Machine

—_—_— + P X ) ) i

UG Virtual Machine s VMware vSphere 7.0 Virtual Machine Security Technical
Implementation Guide

v Rcosivwansy UE 03 TOFE X [ \Vicrosoft Windows 11 Security Technical
Implementation Guide
Adobs ColdFusion 11 . . i .
i +O0/,PF < Adobe ColdFusion 11 Security Technical Implementation

Legacy Cold Fusion - Sunset Guide

6.7.3 Exporting

1. To export assets, select Export Assets as Text (or as HTML) in the Navbar.
2. In the pop-up menu, choose the location and name of the export file and click Save.

File name: | asset_based .

Save as type: Text Files (*.tx) >

e v =
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Examples:

[Asset Collection] - Asset Collection > [Cloud Service] - UG Cloud Service .
3
[Cloud Service]: Cloud Service - UG Cloud Service

>
Document Title: Cloud Computing Security Requirements Guide
Document Benchmark ID: Cloud_SRG +
: : lic.cyber.mil/sti ?_dI_facet_stigs=stig-dccs
\ J

-
[Asset Collection] - Asset Collection > [Cloud Service] - UG Cloud Service > [Virtual Machine] - UG Virtual Machine
[Virtual Machine]: VMWare vSphere 7.0 Virtual Machine - UG Virtual Machine
Document Title: VMware vSphere 7.0 Virtual Machine Security Technical Implementation Guide

Document Bench_mark ID: \/_MV\/_ﬁvSphereJrO)/\rluaLMachmeiST\G

cyber.

-
[Asset Collection] - Asset Collection > [Cloud Service] - UG Cloud Service > [Virtual Machine] - UG Virtual Machine > [Operating System] -
[Operating System]: Microsoft Windows 11 -
Document Title: Microsoft Windows 11 Security Technical Implementation Guide

Document Benchmark ID: Microsoft_Windows_11_STIG
ic.cyber.millsti 2 7dI_facet_stigs=windows

-
[Asset Collection] - Asset Collection > [Cloud Service] - UG Cloud Service > [Virtual Machine] - UG Virtual Machine > [Operating System] -
[Operating System]: Microsoft Windows Server 2019 -
Document Title: Windows Server 2019 Security Technical Implementation Guide

Document Benchmark ID: Windows_Server_2019_STIG
ic.cyber.millsti 2_dI_facet_sti i tems%2Cwindows

_| Asset Collection_Assets txt - Notepad — O X

File Edit Format View Help
[Asset Collection] - Asset Collection > [Cloud Service] - UG Cloud Service A
[Cloud Service]: Cloud Service - UG Cloud Service
Document Title: Cloud Computing Security Requirements Guide
Document Benchmark ID: Cloud_SRG
URL: https://public.cyber.mil/stigs/downloads/?
_dl_facet_stigs=stig-dccs

[Asset Collection] - Asset Collection > [Cloud Service] - UG Cloud Service >
[Virtual Machine] - UG Virtual Machine
[Virtual Machine]: VMWare vSphere 7.0 Virtual Machine - UG Virtual Machine
Document Title: VMware vSphere 7.8 Virtual Machine Security
Technical Implementation Guide
Document Benchmark ID: VMW_vSphere_7-0_Virtual_Machine_STIG
URL: https://public.cyber.mil/stigs/downloads/

[Asset Collection] - Asset Collection > [Cloud Service] - UG Cloud Service >
[Virtual Machine] - UG Virtual Machine > [Operating System] -
[Operating System]: Microsoft Windows 11 -
Document Title: Microsoft Windows 11 Security Technical

Implementation Guide

Document Benchmark ID: Microsoft_Windows_11_STIG

URL: https://public.cyber.mil/stigs/downloads/?
_dl_facet_stigs=windows

[Asset Collection] - Asset Collection > [Cloud Service] - UG Cloud Service >
[Virtual Machine] - UG Virtual Machine > [Operating System] -
[Operating System]: Microsoft Windows Server 2019 -
Document Title: Windows Server 2019 Security Technical
Implementation Guide
Document Benchmark ID: Windows_Server_2019 STIG
URL: https://public.cyber.mil/stigs/downloads/?
_dl_facet_stigs=operating-systems%2Cwindows v
Ln1, Col 1 100% Unix (LF) UTF-8

6.7.4 Scenario

A task is required to secure a system on a VMware-based cloud environment. The VM is running
Windows 11 and has several applications installed, including JRE 8, Microsoft Office 2016, and .Net
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Framework 4.0. Securing this system requires knowing what policy documents to follow. Therefore,
the SRG/STIG Applicability Guide is used to fill this need easily and quickly.

1. Add a new collection and name it accordingly.

= Applicability Guide

aSave-*

Cloud VM Collection +0,, P8

2. Add a cloud service asset. (For this scenario, use Guide Mode.)
a. Click No on Guide Mode — Asset Group.
b. Click Yes on Guide Mode — Cloud Service.
c. Name the Asset and select Cloud Service under the Label.
d. Click Create.

= Applicability Guide

B save =
Eoudvhiceiecton +osr8E Create CloudService Asset
Cloud Service
Labels Q. Search Labels
Cloud Service
3. Adda VM.

a. Click No on Guide Mode — Application.

Click No on Guide Mode — Container.

Click No on Guide Mode — Generic Network Element.
Click No on Guide Mode — Specific Network Element.
Click No on Guide Mode — Virtual Appliance.

o0 T
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f. Click Yes on Guide Mode — Virtual Machine.

= Applicability Guide o X
A save * 3 Close
~ Cloud VM Collection +os,.08 Guide Mode - Virtual Machine
Cloud Service  Cloud Service +O/,P X

Are there any Virtual Machines to add?

Description:

A virtual machine is a virtual implementation of computer hardware.

Available Labels:

VMWare ESXi 5.0 Virtual Machine

VMWare vSphere 6.0 Virtual Machine
VMWare vSphere 6.5 Virtual Machine
VMWare vSphere 6.7 Virtual Machine

VMWare vSphere 7.0 Virtual Machine

B E3 B2
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= Applicability Guide
g save *
v Cloud VM Collection +0L.,08
Cloud Service  Cloud Service +O, B X

o X

¥ Close

Create Virtual Machine Asset

Labels

VMWare ESXi 5.0 Virtual Machine

VMWare vSphere 8.0 Virtual Machine

VMWare vSphere 8.5 Virtual Machine

VMWare vSphere 6.7 Virtual Machine

VMWare vSphere 7.0 Virtual Machine

B save *

o X

% Close

Guide Mode - Operating System

= Applicability Guide
v Cloud ¥M Collection +oss0B
v  CloudSeviee  Cloud Service +O0-,P <
WMWare vSphere 7.0 Virtual Machine
+OF, P X

o Name

Are there any Operating Systems to add?

Description:

None
Ayailable Labels:

Tri-Lab Operating Systern Stack (TOSS) 4

Microsoft Windows 7

Microsoft Windows 8/8.1

Microsoft Windows 10

Microsoft Windows 11

Microsoft Windows Server 2016

Microsoft Windows Server 2019

Microsoft Windows Server 2022

Microsoft Windows Server 2008 Domain Controller

Microsoft Windows Server 2008 Member Server

& 3 B3
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4. Add the Windows 11 operating system.
a. Click Yes on Guide Mode — Operating System.

b. Enter win in the search section.
c. Select Windows 11.
d. Click Create.

= Applicability Guide L B = — o X
B save * 1. Merge ¥ Export X Close
v Cloud VM Collection +o/srB8 Create Operating System Asset
v CloudService  Cloud Service +O/75P X

WMWare vSphere 7.0 Virtual Machine

T— +OF/P X

Labels win

Microsoft Windows 10

Microsoft Windows 11

Microsoft Windows 7

Microsoft Windows 8/8.1

Microsoft Windows Server 2008 Domain Controller
Microsoft Windows Server 2008 Member Server
Microsoft Windows Server 2008 R2 Domain Controller
Microsoft Windows Server 2008 R2 Member Server

Microsoft Windows Server 2012 and 2012R2 Domain
Controller

-
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= Applicability Guide o X
B save * 3 X Close

v Cloud VM Collection +O0/s,P8 Guide Mode - Application
v CloudService  Cloud Service +O/P X
E— Are there any Applications to add?
VMWare vSphere 7.0 Virtual Machine + o I ' % Description:
An application is a software program hosted by an information
Microsoft Windows 11 NO + o ’ B X system.

Available Labels:

AvePoint Compliance Guardian

SPEC Innovations Innoslate 4.x

Windows Defender Antivirus

McAfee VirusScan 8.8 Local Client

McAfee VirusScan 8.8 Managed Client

McAfee VSEL 1.9/2.0 Managed Client

McAfee VSEL 1.9/2.0 Local Client

Microsoft Windows Firewall with Advanced Security

McAfee Application Control 7.x

& 3 EX23

e. Click Yes.
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f.  Add the necessary applications (JRE 8, Microsoft Office 2016, .Net Framework 4.0).
Select each one individually. After each one is selected, it will return to the Guide Mode

Application screen. After all the desired applications have been selected, click End
Guide.

= Applicability Guide
B save *
~ Cloud VM Collection +O0/s P8 Guide Mode - Application
v Cloudsenice Cloud Service +O,S P X
E— Are there any Applications to add?
“  VMWare vSphere 7.0 Virtual Machine  No Name +OS/E X Descrigtion:
An application is a software program hosted by an information system.
“  Microsoft Windows 11 No Name +GS P X
Available Labels:
MS_Dot_Net Framework ame +OFS/E X

AvePoint Compliance Guardian

© +OS/E X SPEC Innovations Innoslate 4.

Java Runtime Environment (JRE) 8 for Windows

Windows Defender Antivirus

McAfee VirusScan 8.8 Local Client

McAfee VirusSecan 8.8 Managed Client

McAfee VSEL 1.9/2.0 Managed Client

McAfee VSEL 1.9/2.0 Local Client

Microsoft Windows Firewall with Advanced Security
McAfee Application Control 7.x

McAfee Application Control 8.x

& E3 B3
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5. Now that the collection is built, policy documents can be previewed by selecting the
document icon at the top level (last one on right).

= Applicability Guide

Q) save *
v Cloud VM Collection +O/s P8 Documents
v CloudService Cloud Service +0O/,/B X
Cloud Computing Security Requirements Guide

' VMWarevSphere 7.0 Virual Machine ame + 0O,/ BE X

VMware vSphere 7.0 Virtual Machine Security Technical

v Microsoft Windows 11 No Name +O,/ P X [plementationGulde
B Microsoft Windows 11 Security Technical Implementation Guide

MS_Dot_Net_Framework N0 Name +O,5,/ P X

Java Runtime Environment (JRE) version 8 STIG for Windows
Java Runtime Environment (JRE) & for Windows

0 +OF/ P X

B3 Microsoft Dot Net Framework 4.0 STIG

6. To save the collection, click Save on the Navbar.

FIENEIEANCloud VM Collection.json) v

Save as type: Collection Files (*.json) v

 Hide Folders Cancel

7. On the Navbar, select Export >> STIGs as HTML. Choose an appropriate name and
location and then click Save.

SNE L AICloud VM Collection STIGs.html| v
Save as type: Requirement Documents Files (*.html) v

A Hide Folders Cancel
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The exported document should look like this:

( A
[Asset Cellection] - Cloud VM Collection = [Cloud Service] - UG Cloud Service

[Cloud Service]: Cloud Service - UG Cloud Service

Document Title: Cloud Computing Security Requirements Guide
Document Benchmark ID: Cloud_SRG
URL: https://public.cyber.mil/stigs/downloads/?_d|_facet stigs=stig-dccs
\. J

s )
[Asset Collection] - Cloud VM Collection = [Cloud Service] - UG Cloud Service = [Virtual Machine] -

[Virtual Machine]: VMWare vSphere 7.0 Virtual Machine -

Document Title: ViMware vSphere 7.0 Virtual Machine Security Technical Implementation Guide
Document Benchmark ID: VMW _vSphere_7-0_ Virtual_Machine_STIG
URL: https://public.cyber.mil/stigs/downloads/
\, J

4 '
[Asset Collection] - Cloud VM Collection = [Cloud Service] - UG Cloud Service = [Virtual Machine] - =
[Operating System] -

[Operating System]. Microsoft Windows 11 -

Document Title: Microsoft Windows 11 Security Technical Implementation Guide
Document Benchmark ID: Microsoft_Windows_11_STIG
URL: https://public.cyber.mil/stigs/downloads/?_dI_facet_stigs=windows
\. J

s ™)

[Asset Collection] - Cloud VM Collection = [Cloud Service] - UG Cloud Service = [Virtual Machine] - =
[Operating System] - = [Application] -

[Application]: Java Runtime Environment (JRE) 8 for Windows -

Document Title: Java Runtime Environment (JRE) version 8 STIG for Windows
Document Benchmark ID: JRE_8 and_Windows_STIG
URL: https://public.cyber.milistigs/downloads/? dl_facet stigs=sunset
\. J

s ™\

[Asset Collection] - Cloud VM Collection = [Cloud Service] - UG Cloud Service = [Virtual Machine] - =
[Operating System] - = [Application] -

[Application]: MS_Dot_Net_Framework -

Document Title: Microsoft Dot Net Framework 4.0 STIG h
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