WinRM-CertAuth

Fir das automatische Deployment von Zertifikaten und den zu setzenden Einstellungen
zur Absicherung von WinRM, ist folgendes zu tun.

GPO

Das neue Gruppenrichtlinienobjekt benétigt eine Richtlinie zur Freischaltung des lokalen

eingehenden Ports 5986 und zwar nur fir das Domanenprofil.

Configuration (Enabled)

Policy version

Disable stateful FTP
Disable stateful PPTP
IPsec exempt

IPsec through NAT
Preshared key encading
SAidle time:

Strong CRL check

Inbound Rules

Name
WinRM-HTTPS

Enabled

Program

Action

Security

Authorized computers
Authorized users
Protocol

Local port

Remote port

ICMP setiings

Local scope

Remote scope

Profile

Network interface type
Seniice

Allow edge traversal

Grovp

‘This rule might contain some elements that cannt be interpreted by the current versien of GPMC reporting medule

|

Seting

23

Not Configured
Not Configured
Not Configured
Net Corfigured
Net Corfigured
Not Configured
Not Configured

True

Any

Allow

Require authentication

All programs and services

False

&
>

FEE

Die Windows Remote Management-Einstellungen sollten fir Client/Server wie folgt

aussehen.
Administrative Templates

[ Remote

Policy

Alow Basic authentication

Alow CredSSP authertication
Allow unencrypted traffic
Disallow Digest authentication
Disallow Kerberos authentication
Disallow Negotiate authentication

Ce Remote

Policy

Allow Basic authertication

Alow CredS5P authertication

Alow unencrypted traffic

Disallow Kerberos authentication
Disallow Negotiate authentication
Tum On Compatibilty HT TP Listener

Policy definitions (ADM3X files) retrieved from the central store.

(WinRM)/WinRM Client

Setting
Disabled
Disabled
Disabled
Enabled
Disabled
Enabled

(WinRM)/WinRM Service

Setting
Disabled
Disabled
Disabled
Disabled
Enabled
Disabled

hide

hide

Das automatische Enrollment muss folgende Einstellungen gesetzt bekommen!

Public Key Policies/Certificate Services Client - Auto-Enroliment Settings

Policy
Automatic certificate management

Qption

Enroll new certificates, renew expired cerificates, process pending certificate requests and

remove revoked certificates

Update and manage certificates that use certificate templates from Active Directory
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Der Scheduled-Task braucht keine besonderen Parameter zum Starten des Skripts. Es
sollte jedoch signiert sein, um in keine andere (Powershell-signierte Skripte)
Hartungsfalle zu laufen.

‘Scheduled Task (At least Windows 7) (Name: WinRM-HTTPS) - A
"
WinRM-HTTPS (Order- 1) n
hide
General
hide
Action Update
Task
Name WinRM-HTTPS
Author dwpliw
Description
Run only when user is logged on S4U
Userdd NT AUTHORITY\System
Runwith highest privileges HighestAvailable
Hidden No
Configure for 12
Enabled Yes
Triggers.
1. One time.
Repest task every 5 minutes for a duration of Indefinitely
Stop all running tasks at end of repefition duration No
Activate 5/19/2023 1:45:46 PM Synchronize across tme zones No
Enabled Yes
Achions
1. Start a program
Program/script CW/indows!System32\\indowsPowerShellv1 .0
‘powershell.exe
Arguments WDWP\NetlogonwinRMDeploy. ps1
-WinRMCertTemplateName "SHA256-WinRM-HTTPS"
Settings.
Stop if the computer ceases to be idle No
Restart if the idle state resumes No
Start the task only if the computer is on AC power No
Stop if the computer switches to battery power No
Allow task to be run on demand Yes
Run task as soon as possible after a scheduled start is No [
Stop taskif it runs longer than 3days @
I the running task does not end when requested. forcs it Yes
I the task is already running. then the following rule IgnoreNew
pplies
Netlogon:
Fir die Skript-Freigabe reicht die Gruppe der Authenticated Users aus.
N = | netlogon - O X

Home Share View o
« vt “' hd ‘ o - Search netlogon

MName Date modified Type Size

7 Quick access
[ Desktop
‘ Downloads

|| Documents

& WinRMDeploy.psi 3/19/2023 1:51 PM Windows Powers... 5KB

=/ Pictures
& This PC

=¥ Metwork

1itemn 1itern selected 4.17 KB =
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Certificate Authority:

Das Certificate-Template benétigt lediglich die im Bild zu sehenden Settings. Im Format

entweder DNS name oder Common Name.

SHA256-WinRM-HTTPS Properties ? X

Superseded Templates Extensions Security Server
General Compatibiity Request Handling Cryptography — Key Attestation

Subject Name lssuance Reguirements

() Supply in the request

Use subject information from existing certificates for autoenrallment
renewal requests

(®) Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Subject name format:

DMS name ~

[ Include e-mail name in subject name

Include thiz information in atemate subject name:
] E-mail name

DNS name

[ User principal name (UPN)

[ Service principal name (SPM)

SHA256-WinRM-HTTPS Properties

? -

Superseded Templates Security Server
Subject Mame lssuance Requirements
General Compatibility Fequest Handling  Cryptography ~ Key Attestation

Extensions

Purpose: |Signah.|re and encryption ~ |

Delete revoked or expired cerificates {do not archive)
[ Include symmetric algorithms alowed by the subject
[ Archive subject’s encryption private key

Use advanced Symmetric algorthm to send the key
to the CA

[ Authorize additional service accounts to aceess the private key

Key Pemissions. ..

[ Allow private key to be exported

Renew with the same key

0 For automatic renewal of smart card certificates, use the existing key if a
new key cannot be created

Do the following when the subject is enrolled and when the private key
associated with this certificate is used:

Enroll subject without requiring any user input

Prompt the user during enrallment

Prompt the user during enrollment and require user input when the
private key is used

ox oy | [ v

Deployment:

Nachdem das GPO angewendet wurde, sollte der Task auf dem Member-Server in der

Library zu sehen sein.
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(® Task Scheduler

- [m] X
File Action View Help
Ll AN
GTE.SI(TS‘::":‘Z' (IL“LEE Name Status  Triggers MNext Run Time Last Run Time Last| | Actions
ask ycheduler Library -
@ (% CreateExplorerShellUne... Ready When the task is created or modified 1/5/2022 725:3TPM (x4 | Task Sched.. &
MicrosoftEdgeUpdateT... Ready Multiple triggers defined 5/20/2023 1:4¢:38PM 5/19/2023 8:13:31PM The{ | B Creat..
(® MicrosoftEdgeUpdateT... Ready At 1:13 PM every day - After triggered, repeat every 1 hour for a duration of 1 day.  5/19/2023 8:19:38 PM  5/19/2023 4 n Creat..
WinRM-HTTPS Ready At 1:45 PM on 5/19/2023 - After triggered, repeat every 5 minutes indefinitely. 5/19/2023 8:20:46 PM  5/19/2023 &
ty 99 P ry y. Impor,
[3 >| | & Displa...
Disabl...
General Triggers Actions Conditions Settings | History & Did
] NewF..
Name: WinRM-HTTPS |
View P
Location: \
|G Refresh
Author: dwpljw H
Hel
Description: [ e
Selected It.. &
P Run
= End
Disable
Security options Expor...
When running the task, use the following user account: + Prope..
SYSTEM
K Delete
Run only when user is logged on
Hel
Run whether user is logged on or not =P
Do not store password, The task will only have access to local resources
Run with highest privileges
Hidden Configure for: | Windows Vista™, Windows Server™ 2008
Das Zertifikat sollte ebenfalls schon vorhanden sein. Wenn nicht, dann wird das
gesteuerte Skript nochmals ein gpupdate ausfiihren, um den Prozess anzustoBen.
Andernfalls per certutil -pulse; sollte aber nicht nétig sein.
R Consolel - [Console Root\Certific - O b3
@ File Action View Favorites Window Help s Certificate x -8 %
L 2N §BIXE =] General Detalls  Certifcation Path
[ Censole Root Issued To show: RIS endly Name Status  Certificate Template Actions
A @j’g‘“‘*‘lﬂ”“'C”'“P“ta’) 2.1DC windowspapst.de ' one> SHA2S6.Skript Certificates =
v [ Personal
| Cutifeates #,1DC1 windowspapst.de eld valie @ one> SHA236Kerberos Mote... »
[ Trusted Root Certification Authorities BiDC1wandowspapst de {55 Authority Key Tdentifier KeyID=359fdb15f36040b38a. .. one> SR S NELINES e o
[7] Enterprise Trust @cmousmhunun Points [1]CRL Distribution Point: Distr... ing.e:
[ Intermediate Certification Authorities {53 |Authority Information Access  [1]Authority Info Access: Acc... More ... b
[ Trusted Publishers [5iSubject Altemative Name NS Name=DC Lwindowspaps. .
7] Untrusted Certificates @]‘3.6.1‘4‘1.311‘25‘2 30 40 a0 3e 06 0a 2b 06 0104,
%) Third-Party Root Certification Authorities Key Usage Digital Signature, Key Enciph
[ Trusted People Simeisxhn v
[ Client Authentication Issuers
[ Preview Build Roots 32140350£274230258a629130d9ea0 3a62d54a1
[ Test Roots
[ Remote Desktop
[ Certificate Enrollment Requests
[ Smart Card Trusted Roots
(] Trusted Packaged App Installation Authorit,
[ Trusted Devices
(7] Web Hosting
[ Windows Live D Token Issuer E T e E(E7e
[ WindowsServerUpdateServices

< 3| <

Personal store contains 3 certificates.

Auf dem Member-Server sollte ebenfalls der eingehende Firewallport 5986 freigeschaltet

sein.

P Windows Defender Firewall with Advanced Security
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File Action View Help
ex|a@lz @@
@ Windows Defender Firewall wit] [Ty Actions
Inbound Rul
pooundHgles Name Group Profile  Ensbled  Action  Ovemide  Program  Local Address  Remote Address  Protocol  LocalPort  RemotePort || Inbound Ru &
Outbound Rules
%4 Connection Securty Rules | @ Windows Remote Mansgement (HTTPS-L Al Allow  No Any Any P 5986 Any & New..
| Monitoring T Fitter.. »
Active Directory Domain Controller - Ec... ~Active Directory Domain Ser.. Al Ves Allow  No System Any ICMPv4 Any Any -
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Zur Kontrolle fragen wir die WinRM-Listener ab. Das neue Zertifikat sollte gebunden sein.
Kontrolle des Thumbprints.

EN Administrater: Windows PowerShell - O X

Die Member-Server WinRM-Config sollte alle Policy-Einstellungen aus dem GPO
wiedergeben. Leider funktioniert die Abfrage nicht ohne Negotiate.

BN Administrator: Command Prompt — O W

nrm get winr

= The WinRM client y ess the request. Ne iate authent )
figuration. Change the client suration and try the request again. the local configu
use one of the enabled authentication m ni { h al computer name
1e remote destination. To use , specif ) ) uthenti]
ation and prc

BE1
he request. Negotiate authen i is onfiguration.
nd the reques . this is tion, use one of]
still enabled. To use C mputer name as the remote deg
i authenti 0

Wenn Negotiate nur Client-seitig aktiv ist erscheint folgende Ausgabe:

E® Administrator: Command Prompt — m] %

Win
\Fault
y The WinRM
rned an ‘a
/ one of the
Kerberos, speci t 1 computer name as th ote d Also
destination computer are joined to a domain. To use Basi ompute

authen ion and p de user name and

" number:
ess is denied.

Erstellt von Jorn Walter 19.05.2023

Schiitzenswerte Informationen enthalten


https://www.der-windows-papst.de

WinRM-CertAuth

Sobald der Authentifizierungsmechanismus Negotiate Client/Server-seitig wieder zur
Verfligung steht, kann auch die Konfiguration wieder abgefragt werden. Nur interessant
sofern es abgeschaltet wurde.

EN Administrator: Windows PowerShell - O X

winrm get winrm/

nvelopesizekb = 5
imeoutms

NetworkDelayms = 5680

wsman
AllowUner ted = false [Sourc
Auth

HTTP
HTTPS
TrustedHost

AllowRemoteShell.
IdleTimeout
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Member-Server Connection-Test via SSL & Kerberos:

EN Administrator: Windows PowerShell - O *

Kerberos

umen

Der Versuch uber Negotiate und Basic Auth ist gescheitert sofern deaktiviert!

EN Administrator: Windows PowerShell - O x

DC2.windowsp

EN Administrator: Windows PowerShell - O *

Enter-PsSSess DC2.windowsp

Problem!

Negotiate wird flir den automatischen Task und fir weitere Aufgaben bendétigt. Ohne
Negotiate gibt es auch Probleme mit dem Server Manager.
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Authentication-Methods

Es gibt 3 Mdglichkeiten der Authentifizierung.
1: Basisauthentifizierung

Auf dem Zielsystem erfolgt die Anmeldung Uber einen lokalen Benutzer. Passwort und
Daten werden unverschlisselt (Base64 ist keine Verschlisselung) per HTTP lbertragen.

2: Domdnenbenutzerauthentifizierung

Die Authentifizierung erfolgt (iber Kerberos. Die Ubertragung der Nutzerdaten erfolgt
weiterhin unverschlisselt per HTTP.

e Der Benutzer muss Mitglied der lokalen Administratoren sein.
e Die WinRM-Config wird erwartet: Auth Kerberos = true; Auth Basis=false;
AllowUnencrypted=false

3: Zertifikatbasierte Authentifizierung

Voraussetzung ist, dass das Zielsystem Uber ein eigenes Serverzertifikat verfugt. In
diesem Fall werden sowohl die Anmeldung als auch die Daten verschlisselt iber HTTPS
Ubertragen.

e SHA-256 Zertifikat
e WinRM HTTPS-Listener
e Funktionierende Kerberos Authentifizierung
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Certificate Renewal Process

Das Zertifikat wurde wahrend der Renewal Phase automatisch erneuert.

-]
B File Action View Favorites Window Help -8 x
|| 2| £ 2| XE = HIE
1 Console Root Issued To Issued By Expiration Date  Intended Purposes. Friendly Name Status  Certificate Template Actions
v & CE"P‘“‘“ESI(L“'“‘ Computer) 251DC1 windowspapst.de DWP-SUBCA 3/2/2023 Server Authenticati.. <Mone> SHA256-Skript Certificates N
v 7 Persona P o
e 721DC1windowspapst.de DWP-SUBCA 5/18/2024 KDC Authenticatio..  <None> SHAZS6Kerberas More Actions b
y ) ) 2IDC1 windowspapst.de DWP-SUBCA 5/23/2023 Server Authenticati... <Nones SHAZS5-WinRM-HTTPS
1 Trusted Root Certification Authorities ey
3 Enterprise Trust Centfiote x ! By
7 Intermediate Certification Authorities " Meore Actions b
| Trusted Publishers General Detall Certification Path
| Untrusted Certificates
] Third-Party Root Certification Authorities Show: | <AI> o
| Trusted People
] Client Authentication lssuers rad Vave S
| Preview Build Roots =

] Test Roots
] Remote Desktop

] Certificate Enrollment Requests

| Smart Card Trusted Roots

] Trusted Packaged App Installation Authorit
] Trusted Devices

] Web Hosting

] Windows Live ID Token Issuer

] WindowsServerUpdateServices

< >

Subject Alternative Name
Subject Key Identifier
Authority Key Tdentfier

CRL Distribution Points
Authority Information Access

‘3c34aa 148aad 388cbas05099.
v

DNS Name=DC 1. windowspaps. .
2412 1aeadcBcidbfosansed4s.
KeyID=e353fdb 15f36040b38a.

[1]CRL Distribution Point: Distr...
[1]Authority Info Access: Act...
Digital Signature, Key Encipher. .

3c34aaldaasdisgadbabio

E0990as4alcb03ba2b2e

Edit Properties... Copy toFile...

|Personal store contains 3 certificates.

Der Deployment Task hat erkannt, dass das alte und bereits ersetzte Zertifikat nicht
mehr der urspringlichen Konfiguration entspricht und hat es somit an das aktuelle

Zertifikat gebunden.

B8 Administrator: Command Prompt

vinrm enume
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Remove HTTPS-Config and Re-Create http Listener

Zuerst geben wir die Listener samt Thumbprints aus. Das dient lediglich der Uberpriifung.

winrm enumerate winrm/config/listener

EN Administrator: Windows PowerShell - O *

winrm enumerate winrm/config/listener

Als nachstes liest man den/die Listener-ID aus und I6scht diese anschlieBend.

dir wsman:\localhost\listener
Remove-Item -Path WSMan:\Localhost\listener\Listener 1305953032

EN Administrator: Windows PowerShell - O *

en and the r er was not specified. If
e you wa i

[#] Help {(default

Zum Abschluss stellt man den http Listener wieder her.

Winrm create winrm/config/listener?Address=*+Transport=HTTP
dir wsman:\localhost\listener

EX Administrator: Windows PowerShell - O *

Winrm create winrm/config/listener?Addre *+Transport=HTTP
S0ap.org; ] S88/add g/role/fanonymous

lemas.microsoft. /1/configflistener

PS C:\Windo
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Manuelle Umsetzungshilfe — Cert-Binding:

New-SelfSignedCertificate ~-DnsName
([System.Net.Dns]::GetHostByName($env:computerName)).Hostname -
CertStorelLocation “cert:LocalMachineMy” -FriendlyName DC1

$thumb = Get-Childitem Cert:LocalMachineMy | where FriendlyName -eq DC1 | select
Thumbprint

New-WSManlnstance -ResourceURI winrm/config/Listener -SelectorSet
@{address="*";transport="https"} -ValueSet

@{Hostname=[System.Net.Dns]: :GetHostByName(($env:computerName)).Hostname;Ce
rtificateThumbprint=$dump.thumbprint

winrm e winrm/config/listener

winrm set winrm/config/service/auth @{Certificate="true"}

Das beiliegende Powershell-Skript habe ich so gestaltet, das es fiir englische
und deutsche Systeme geeignet ist.
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