EUROPEAN EXPERT GROUP FOR IT-SECURITY

Mit eicar kdnnen wir unsere installierte Anti Viren L6sung auf Funktion testen.

http://www.eicar.org/85-0-Download.html
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MEMBERS AREA In Drd?r to facilitate V?F'IDUS scenarios_, we pm\rida—e 4 files for download. The
first, eicar.com, contains the ASCIl string as described above. The second file, WE ASK FOR YOUR HELP
eicar.com.txt, is a copy of this file with a different filename. Some readers

Loginname reported problems when downloading the first file, which can be Dear visitor, .
- - ] we would be happy if you could
Password circumvented when using the second version. Just download and rename help us to improve the EICAR test
logi the file to "eicar.com". That will do the trick. The third version contains the file by completing our survey. This
ogin test file inside a zip ARCHIVEe. A good anti-virus scanner will spot a 'virus' important support takes 3 to 5

inside an ARCHIVEe. The last version is a zip ARCHIVEes containing the third minutes only.
file. This file can be used to see whether the virus scanner checks ARCHIVEes

more than only one level deep. gotarsimvey)
BE UP TO DATE Once downloaded run your AV scanner. It should detect at least the file
RSS FEED "eicar.com". Good scanners will detect the 'virus' in the single zip ARCHIVEe and may be even in the double zip
ARCHIVEe. Once detected the scanner might not allow you any access to the file(s) anymaore. You might not even be
Order eicar news and v allowed by the scanner to delete these files. This is caused by the scanner which puts the file into quarantaine. The
events as rss feed. test file will be treated just like any other real virus infected file. Read the user's manual of your AV scanner what to

do or contact the vendor/manufacturer of your AV scanner.
EICAR Mews EICAR Events

IMPORTANT NOTE

EICAR cannot be held responsible when these files or your AV scanner in combination with these files cause any
damage to your computer. YOU DOWNLOAD THESE FILES AT YOUR OWN RISK. Download these files only if you
are sufficiently secure in the usage of your AV scanner. EICAR cannot and will not provide any help to remove
these files from your computer. Please contact the manufacturer/vendor of your AV scanner to seek such help.

Download area using the standard protocol http

eicar.com eicar.com.txt eicar_com.zip eicarcom2.zip
62 Bytes 68 Bytes 124 Bytes 308 Bytes
Download area using the secure, SSL enabled protocol https

eicar.com eicar.com.txt eicar_com.zip eicarcom2.zip
62 Bytes 68 Bytes 124 Bytes 308 Bytes

Meine derzeit genutzte Losung kommt von GDATA und heit TOTAL PROTECTION.

Wenn wir jetzt die Datei eicar.com herunterladen, die einen ganz harmlosen Inhalt

beherbergt, dann sollte der Viren Scanner direkt anschlagen. Der Inhalt besteht aus
druckbaren ASCII-Zeichen die mit jedem herkémmlichen Texteditor erstellt werden

kénnen.

Das Anti-Malware Test-File enthalt folgende Zeichen:

X50!P%@AP[4\PZX54(P~)7CC)7}$EICAR-STANDARD-ANTIVIRUS-TEST-FILE!$H+H*
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EUROPEAN EXPERT GROUP FOR IT-SECURITY

GDATA schlagt beim Versuch des Downloads direkt an und sperrt mir den Zugang zur
Webseite.

Diese Website wurde als unsicher gemeldet.

www.eicar.org

Es wird empfohlen, dass Sie nicht zu dieser Website wechseln.

@ Stattdessen zur eigenen Startseite wechseln

Diese Website wurde Microsoft als unsichere Website gemeldet, die
maglicherweise persdnliche oder Finanzinformationen offenlegt.

i Weitere Informationen

Und hier noch einmal der Hinweis: not a Virus

Priafung van \Web-Inhalken

Wirus: EICAR-Test-File (not a wirus) (Engine &)

‘Wirus beim Laden won Web, [ken gefunden,

Adresse; htkpe ) fwias, gicar, arg/download)sica
Status:  Der Zugriff wurde werweigert,

<] | 2

[ keine weiteren Wirenmeldungen anzeigen

Ik |

Das EICAR-Test-File ist eine anerkannte Datei und wird auch nicht als potentiale Gefahr
bewertet.
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