LDAP over SSL

Griinde:

Die LDAP Kommunikation also die Schreib- und Lesevorgange im Active Directory
zwischen dem Client und/oder einem Server/Anwendung wird standardmaBig nicht
verschlisselt. Diese Liicke ermdglicht es einem Versierten, die Kommunikation zwischen
einem Client und Server mitzuschneiden und auszuwerten. Daher empfehle ich die

Aktivierung von SSL.

Anmerkung:

Ich spreche hier nur von der LDAP Datenlibertragung! Andere
Authentifizierungsmethoden wie z.B. die Autorisierung tUber Kerberos, SASL und NTLM

haben ihre eigene Verschlisselung und stehen hier nicht zur Debatte.

Voraussetzung:
Das neue LDAPS-Server Zertifikat muss die x.509 Zertifikat Erweiterung erfillen.
Das Zertifikat muss folgende Properties aufweisen:

Enhanced Key Usage > Server Authentication (1.3.6.1.5.5.7.3.1)

Certificate [ %]

‘General Details ICertification Path I

Show: I::AII> j
Field | Yalue |i|
E Subject
[=]Public key RSA (2043 Bits)
ECertificate Template Inform. .. Template=LDAPowverssL(l.3.6...
11 Enhanced Key sage [ Authentication (1,3.6.1.5...
151 | Application Policies [1]Application Certificate Palic...
ESubject Key Identifier cadaal7eadfa93da1ci1z...
E Authority Key Identifier KeyID=ad 958 1b 9 ee 6b e3 6.,
E CRL Distribution Poinks [1]CRL Distribution Poink: Distr... LI

kDC Authentication (1,3.6,1.5,2,3.5)
Smatt Card Logon (1.3.6.1.4.1.311.20.2.2)
Server Authentication {1,3.6,1.5.5.7.3.1)
Client Authentication {1.3.6.1.5.5.7.3.2)

EditProperties...l Copy ko File,.. |

Leatn mare about certificate detais

Die Freigabe des TCP Ports 636 fir LDAP und der Port 3269 fir den GC sollten
nattrlich auch erfolgt sein.

Erstellt von Jorn Walter www.der-windows-papst.de — 08.09.2015



http://www.der-windows-papst.de/

LDAP over SSL

Hinweis und Hilfe:

Wir duplizieren auf unserer CA das vorhandene Template (Kerberos Authentication) und
nennen es LDAPoverSSL.

™ Consolel - [Console Root'\Certificate Templates (|

@ File Acton View Favorbes indow Help =181 %
o= w0 dE
Conscle Root Temglate Display Mame = [ irimum Supported Cas Version | Intended Purposes
5] Certficate Tempistes (E : )
More Actions: 3
More Actions. 3
o wrene . [DU5 Server MUIenoCaton
* ol cerberos Authenticat 2003 Ent. . Clent Authentica & Authentication, Smart Card Logon, KDC Auth
D kiey Recovery Agent 2003 Ent.. 105.0  Key Recovery Agent
Reeenrall All Certicate Hokder -
3 LDAPoverssL 2003Enk... 1001  KDC Authentication, Smart Card Logan, Server Authentication, Cenk Auth
2 OCSP Response Sgnin. Al Tasks b foer 2008Ent.. 1012 OCSP Siging
2 PORTSECURITY 5 2003 Ent,.. 10,2  Server Authentication, Client Authentication
Hras and 1as server | Properties Z003Ent... 1010 Client Authentication, Server Authenbcation
2 RDP Certiicate Helo er 2003 Ent... 1004  Server Authentication
3 User Signature Only Windows 2000 41
) hweare Certificate ‘Windows Server 2003 Ent...  100.2  Server Authentication, Client Authentication &
4 | v

Using this kemglate 25 3 bare, crestes a template that supports Windows Server 2003 Enberprise Chs

Bei der Duplizierung ist darauf zu achten, dass unter dem > Reiter Subject Name DNS
und SPN Name ausgewahlt werden. Wenn das Zertifikat iber den AD DS importiert
werden soll, dann muss der Private Schllissel unter dem > Reiter Request Handling als
exportierbar aktiviert werden.

LDAFPoverssl Properties ﬂ E LDAPoverSSL Properties
Superseded Templates I Extensions I Security I Server | Superseded Templates I E stensions | Security I Server
General I Fequest Handing  Subject Mame I |zzuance Reguirements General  Request Handling | Subject Mame I lssuance Requirements

" Supply in the request K Purpo’ . wption
r lze subject information from existing ceft 3 for autoenrnalment [ sl ot eafiises| e ]

renewal requests,
™ Include spmmetric algorithms allowed by the subject

% Build from this Active Directary information ———————————— [ Archive subject's encryption private key
Select thiz option to enforce congistency among subject names and tao Miri kew size:
simplify certificate admiriztration. I E2Y 32E |2D‘1'8 jv

Subject name format:

INone j

™| Include e-mail name in subject name

v &llow private key to be exported
Include this infarmation in alternate subject name:

[~ E-mail name Do the following when the subject is enrolled and when the private key
aszocisted with this certificate is used:

¥ DNS name . . - :
[l Lser, privicipal rer M [UIRN] % Enroll subject without requiting ary user input
¥ Service pincipal name [SPN) * ! Frampt the user during enraliment

Frompt the uzer during enrallment and require user input when the
private keyis used

Tao choose which cryptographic service praviders CSPs |
[CSPz] should be uzed. click CS5Ps.

ak. | Cancel I Apply | Help | ak | Cancel I Apply | Help |

In unserer Umgebung habe ich den fehlenden Haken bei Service Principal Name
nachgesetzt, siehe linkes Bild.
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Die Umsetzung von LDAPS Server-Authentifizierung in kurzen Schritten erklart:

Auf jedem DC der eine Server-Authentifizierung tber LDAPS anbieten soll muss das
Zertifikat LDAPoverSSL angefragt werden.

@ Console1 - [Console Root\Certificates (Local Computer)\Personal\Certificates) =

[@ File Action View Favorites Window Help REIE
= 2[E ol @
[ Console Root IssuedTo  * s Certificate Template |[ Actions

a (5P Certificates (Local Computer) e LDAPoverSSL

4 [ Pessonal o Request Certificates Domain Controller
| Certificates

p 7 Trusted Root Certification Authorities You can request the following types. of certificates. Select the certificates you want to request, and then
b 2 Enterprise Trust click Enroll.
p (7] Intermediate Certification Authorities
p ) Trusted Publishers | Active Directory Enrollment Policy
b ] Untrusted Certificates [] Domain Contraller i) STATUS: Available Details ~
b [ Third-Party Root Cetification Authorities
p ) Trusted People m] L1 STATUS: Available Details ~
b [ Client Authentication Issuers A\ More information is required to enroll for this certificate. Click here to configure settings.
p (5] Remote Desktop
b 3 Certificate Enrollment Requests [ LDAPovessSL i) STATUS: Available Details ~
p () Smart Card Trusted Roots
b ) Trusted Devices

More Actions 3

[ Show all templates
Leam more about cerificates

[ et

Nach der Zertifikatsanfrage wird das Zertifikat im Personal Speicher abgelegt.

& File Action View Favortes Window Help |- |&|x]
e 2[E & B XEE]
[ Console Root
4 [y Centificates (Local Computer) - C
4[] Personal pA 15042016 Client Authentication, Server ..
] Certificates.
b [ Trusted Root Certification Authorities
b [ Enterprise Trust
b [ Intermediste Certification Authorities.
b [ Trusted Publishers
b [ Untrusted Certificates.
b [ Third-Party Root Certification Authorities
b [ Trusted People
b [ Client Authentication lssuers
I [7] Remote Desktop
b [ Certificate Enrollment Requests.
b [ Smart Card Trusted Roots
b [ Trusted Devices

atus  Centificate Template

n Date  Intended Purposes Friendly Name
Smart Ca. >

<None> Domain Controller

Mare Actions

More Actions »

Persenal store contains 2 certificates.

VergréBerung

atus  Certificate Template
LDAPoverSSL
Domain Controller

lssued To  * Issued By Expiration Date  Intended Purposes Friendly Name
CAO01 20.04.2016 KDC Authentication, Smart Ca... <None>
CAOD1 15.04.2016 Client Authentication, Server... <None>

Fertig.
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Die Umsetzung von LDAPS AD DS in kurzen Schritten erklart:

Bevor wir anfangen die AD DS (Active Directory Domain Services) zu konfigurieren
mussen wir noch das LDAPoverSSL Zertifikat exportieren.

Dazu 6ffnen wir die mmc auf einem DC der das Zertifikat bereist angefragt und im
Speicher hat.

@ File Acion View Favorites Window Help [-]=]x]
e fm &G XE = B

) Console Root Issued To
4 (5 Centificates (Local Computer) A b

4 [ Personal Bl .

2 Certificates

b ) Trusted Root Certification Authorities

b O Enterprise Trust

b ] Intermediate Certification Authorities

b ) Trusted Publishers

b 7 Untrusted Certificates

p ) Third-Party Root Cenification Authorities

b Trusted Pecple

b ) Client Authentication lssuers

b ) Remote Desktop

p () Cenificate Enrollment Requests

b ] Smant Card Trusted Roots

b 3 Trusted Devices

Doppelklick auf das Zertifikat > Reiter Details > Copy to File...

@ Console1 - [Console Root\Ceri [=]=] x|
[@ File Action View Favortes Window Help
e @ 4G XEOE B [General | Detals | Certfication Path
7 Console Root lisuedTo = Issued By Expiration DIY | chau: m‘ _ Centificate Template.
4 [ Certificates (Local Computer) |~ CAl 20.04.2016 LDAPoverSSL
4 [ Personal B CA 15.04.2016 Feld value - Domsin Controller
) Certificates [ version v3
b Trusted Roct Certification Authorities -] serial number 795728550000000002fd (B
b 7 Enterprise Trust [, ]signature aigorithm shalRSA "
b [ Intermediate Certification Authorities |52 ]signature hash algorithm shal Mare Actions »
b Trusted Publishers Teer [ Server CA DL, ¢
b 7 Untrusted Certficates Vaid from Dienstag, 21, April 2015 08:31...
b ] Third-Party Root Certification Authorities [vaid o Mttwech, 20. Apri 2016 08:3...
b [ Trusted People [ subject ~
b ) Client Authentication lssuers
b Remote Desktop
b Certificate Enroliment Requests
b ) Smart Card Trusted Roots
b ) Trusted Devices
Learn more about certificate detals

Klicken im nachsten Fenster auf > Next und aktivieren den Export des privaten
Schliissels.

Export Private Key
‘fou can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
(@) Yes, export the private key

() No, do not export the private key

Learn more about exporting private keys \
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Exportieren alle erweiterten Einstellungen und klicken auf > Next

Extport File Format
Certificates can be exported in & variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 (.CER)

() Base-64 encoded X.509 {.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (\P7B)

[indude all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 (,PFX)
[indude all certificates in the certification path if possible

[ Delete the private key if the export is successful

* [+ Export all extended properties

() Microsoft Serialized Certificate Store {,S5T)

Learn more about certificate file formats

Vergeben ein sicheres Passwort und klicken auf > Next

Security
To maintain security, you must protect the private key to a security principal ar by
using a password.

[&roup or user names {recommended:

Add

Remaove

n

[w] Passwoard:

Confirm password:

Learn more about protecting private keyvs
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Geben einen Speicherort an und klicken auf > Next und > Finish

File to Export
Specify the name of the file you want to export

File name:

Die Vorarbeiten sind getan, kommen wir jetzt zur Einrichtung des ,,AD DS"
Active Directory Domain Services.

Wir 6ffnen auf dem DC die mmc und fliigen aus der Konsole das Snap-In Certificate
hinzu.

] Console1 - [Console Root] —|o| x

E File Action View Favorites Window Help

[=lalx]
esde EE=

] Console Root Name || Actions
There are no items to show in this view: _
More Actions »
You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ns. For
extensble snap-ns, you can configure which extensions are enabled
Available snap-ns: Selected snap-ins:
Snap-n Vendor 1~ [ console Root Edit Extensions...
3l Active Directory Do...  Migosoft Cor...
3 Actve Directory S, Mosoft .. |_
] Active Directory Use.... Microsoft Cor... |~
=1 ActiveX Control Microsoft Cor... | |
[ HDS1 Edit Microsoft Cor...
[E3 autherization Manager Micrasoft Cor
& Mirosoft Cor.
(%. Component &% Microsoft Cor...
& Computer Manag Microsoft Cor.
24 Device Manager Migrosoft Cor...
[ DFS Management Microsoft Cor...
% pHeP Microsoft Cor
(=8 Disk Management Migosoftand... ||
2 ons Microsoft Cor... CEETEL
Desaription:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer. ‘
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Wahlen den Service Account aus und klicken auf > Next

Add or Remove Snap-ins x

You can se
extensible

Available s
Thiz snap-n will always manage certificates for:

() My user account
(®) Service account
() Computer account

Snap-n

Pown

Treffen die Auswahl Local Computer und Klicken auf > Next

Add or Remove Snap-ins x

You can se
extensible

Available s

Select the computer you want this snap-n to manage.

Snap-n

This snap-4n will always manage:

(®) Local computer: {the computer this console is running on)

O An

puter: | || Browse... |

[] Mllow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

N

Net> | | Cancel |
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Entscheiden uns flir den Active Directory Domain Services und Klicken auf > Finish

Add or Remove Snap-ins x

You can se
extensible

Available s
Select a service account to manage on the local computer.

Snap-n

Active Directory Domain Services

Active Directory Web Services I:‘
Application Bxperience
Application Identity

Application Infarmation
Application Layer Gateway Service
Application Management

Backaround Inteligent Transfer Service
Background Tasks Infrastructure Service
Base Fittering Engine
Cerificate Propagation
CMNG Key lsolation

COM+ Event System
COM+ System Application

Ganz wichtig! Der Import des Zertifikats muss in den NTDS Personal Store geschehen.

Rechtsklick auf NTDS Personal Store > Certificates > Import

@ File Action View Favorites Window Help [-[=]x]

e z2[m 0 6z B[E

| Console Raot Issised Tn - Issued By Expiration Date  Intended Purposes  Friendly Name Status | [ Actions
4 (5 Certificates - s.wi#- Directory Domain Services) on Local Computer || %3] de i cAm 08.09.2016 KDC Authenticatio..  <None>
4[] NTDS\Pessonal
L 4 .

= o More Actians »
b NTDS\T Al Tasks. r Import...

b ] NTDS\E: View O Advanced Operations »

b EINTDSU | ey, Window fram Here

b 5 NTDS\T:

b I NTDSW  Mew Taskpad View..
b ] NTDS\TI Refresh

b (] NTDS\T .
b NTDRC| | POl
Help
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Der Wizard startet und klicken auf > Next

= Consolel - [Consele Root\Certificates - Service (Active Directory Domain Services) on Local Computer\NTDS\Perscnal] =
& File Action View Favorites Window Help
e #[E ol 6B
] Console Root Object Type || Actions
a [5) Certificates - Service (Active Directery Domain Servic _
b (] NTDS\Personal
b (| NTDS\Trusted Root Certification Authorities More Actions 4

I [ NTDS\Enterprise Trust

I [ NTDS\Intermediate Certification Authorities

p |71 NTDS\Trusted Publishers

I [ ] NTDS\Untrusted Certificates

I (] NTDS\Third-Party Reot Certification Authorities
p (71 NTDS\Trusted People

b || NTDS\Client Authentication Issuers

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

© Current User

(®) Local Machine

To continue, dlick Next.

(<] [ [>]

Navigieren Uber > Browse... zum Zertifikat, wahlen es aus und klicken auf > Next

File to Import
Specify the file you want to import.

File name:

| | Browse...

Mote: Mare than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS %12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P 7B)
Microsaft Serialized Certificate Store (\55T)

Learn more about certificate file formats
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Wenn der Private Schlissel exportiert wurde, dann folgt noch die Passwortabfrage
wahrend des Importvorgangs.

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Passward:

[] Display Password \

Import options:

[]Enable strang private key protection. You will be prompted every time the
private key is used by an application if you enable this option,

[“Mark this key as exportable. This will allow you to badk up or transport your
keys at alater time.

[#]Indude all extended properties.

Learn more about protecting private keys
MNext Cancel

Der Store ist somit ausgewahlt

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@ place all certificates in the following store

= | [Browsen

Certificate store:
MNTDS\Personal

Learn more about certificate stores
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Uberpriifung:

Zur Uberpriifung der Einrichtung 6éffnen wir das Tool Idp.exe und verbinden uns mit
einem anderen DC Uber den Port 636 und SSL.

3 Ldp -]

Connection Browse View Options Utilities Help

Ready NUM

Wenn die Verbindung Uber den Port 636 zustande kam sollte alles in Ordnung sein.

Connection Browse View Options Utilities Help

Ul = Map unbind (), A
Id = dap_sshni™ 07, 636, 1) ]

Ermor 0 = idap_set_opton(hLdap, LDAP_OPT_PROTOCOL_VERSION, 3);
Error 0 = dap_connect{hLdap, NULL),
Efror 0 = dap_get_sption(hLdap LDAP_OPT_SSL, (void*}&h);

Host suEEn:s S5L, SSL %er strength = 128 bits
51 connection to r h

Retrieving base DSA information....
Getting 1 entries.
on: (RootDSE)
configurationMamingContext: CN=Configuration, . 1,DC=da;
currentTime: 08.09.2015 12:03:13 W. Europe Dayfight Time;
defauliNamingContext: | 1 DC=de,
dnsHosthame: 1.0e;
domainCentrolierFunctionaliy: 5; -
domainFunctionality: 5; -
dsServiceName: CN=NTDS Seltings,CN= .CN=Servers,CN= CN=Sites, CN=Configuration, D=1 ) DC=de;

forestFunctionality; 5;
highestCommittedUSN: 475876;
sGlobalCatalogReady: TRUE;
BSynchronized: TRUE;

Rea MHUM
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Sollte der Test nicht erfolgreich sein, dann ist das Binding zu prifen.

: g =

Connection Browse View Options Utilities Help

Ready ) NUM

Dieser Vorgang muss auf allen DCs die LDAPS AD DS anbieten sollen umgesetzt werden!

Fertig.
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Weitere Infos:

Voraussetzungen fiir ein LDAPS-Zertifikat im Detail

Um LDAPS aktivieren zu kénnen, missen wir ein Zertifikat installieren, das folgende
Voraussetzungen erfullt:

Das LDAPS-Zertifikat befindet sich im persdnlichen Zertifikatsspeicher des lokalen
Computers (im Programm der Zertifikatsspeicher Meine.

Ein privater Schllssel, der dem Zertifikat entspricht, ist im Speicher des lokalen
Computers vorhanden und wird korrekt mit dem Zertifikat verknlpft. Fir den privaten
Schllssel darf keine verstarkte Sicherheit aktiviert sein!

Die Erweiterung "Erweiterte Schliisselverwendung" enthalt die Objektkennung (OID) der
Serverauthentifizierung (1.3.6.1.5.5.7.3.1).

Der voll qualifizierte Domanenname des Domadnencontrollers im Active Directory (zum
Beispiel rat-ads-1) muss an einer der folgenden Stellen erscheinen:

Allgemeiner Name (CN = Common Name) im Antragstellerfeld oder
DNS-Eintrag in der Erweiterung "Alternativer Antragstellername”.

Das Zertifikat wurde von einer Zertifizierungsstelle ausgestellt, der der
Domanencontroller und die LDAPS-Clients vertrauen, in diesem Fall CA-01. Die
Vertrauensstellung wird eingerichtet, indem Clients und Server so konfiguriert werden,
dass sie der Stammzertifizierungsstelle vertrauen, der die ausstellende
Zertifizierungsstelle untergeordnet ist.

Der Microsoft RSA Schannel Cryptographic Service Provider (CSP) muss zur Erstellung
des Schlissels verwendet werden.
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