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Security protocol version  Recommended suite ciphers  Corresponding OpenSSL suite names  

TLS1.2  TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256  

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384  

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA  

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA  

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256  

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384  

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256  

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384  

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA  

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA  

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256  

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384  

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256  

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384  

TLS_DHE_RSA_WITH_AES_128_CBC_SHA  

TLS_DHE_RSA_WITH_AES_256_CBC_SHA  

TLS_DHE_RSA_WITH_AES_128_CBC_SHA256  

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256  

ECDHE-ECDSA-AES128-GCM-SHA256  

ECDHE-ECDSA-AES256-GCM-SHA384  

ECDHE-ECDSA-AES128-SHA  

ECDHE-ECDSA-AES256-SHA  

ECDHE-ECDSA-AES128-SHA256  

ECDHE-ECDSA-AES256-SHA384  

ECDHE-RSA-AES128-GCM-SHA256  

ECDHE-RSA-AES256-GCM-SHA384  

ECDHE-RSA-AES128-SHA  

ECDHE-RSA-AES256-SHA  

ECDHE-RSA-AES128-SHA256  

ECDHE-RSA-AES256-SHA384  

DHE-RSA-AES128-GCM-SHA256  

DHE-RSA-AES256-GCM-SHA384  

DHE-RSA-AES128-SHA  

DHE-RSA-AES256-SHA  

DHE-RSA-AES128-SHA256  

DHE-RSA-AES256-SHA256  
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