Server Error in ECP Application

Durch eine Routinelberprifung wurde ich auf folgenden Fehler aufmerksam.

und OWA lieBen sich nicht mehr 6ffnen.

object reference not set to an instance of an object

e & https: sl/ecpExchClien O = @ & || & Object reference not set to ..

5% £ ScanMail for Microsoft Ex.. [ Exchange Admin Center

Das ECP

Server Error in '/ecp' Application.

Object reference not set to an instance of an object.

Description: An unhandled exception occcurred during the execution of the current web request. Please review the stack trace for more information about the error and where it oniginated in the code.

Exception Details: System NulR fon: Object ref not set to an instance of an object

Source Error:

An unhandled exception was generated during the execuvion of the current web regquest. Informavion regarding the origin and location of the exception can be

identified using the excepticn stack trace below.

Stack Trace:

[NullReferenceException: Object reference not set to an instance of an object.]
Microsoft.Exchange.HttpProxy.FbaModule .ParseCadataCookies(HttpApplication httpApplication) +2858
Microsoft.Exchange.HttpProxy.FbaModule.OnBeginRequestInternal(HttpApplication httpApplication) +231
Microsoft.Exchange.HttpProxy.<»>c_ DisplayClassl6 8.<OnBeginRequest>b  B() +1651

Microsoft.Exchange.Common.IL.ILUtil.DoTryFilterCatch(Action tryDelegate, Func®2 filterDelegate, Action’l catchDelegate) +35

System.Web.SyncEventExecutionStep.System.Web.HttpApplication.IExecutionStep.Execute() +139
System.Web.HttpApplication.ExecuteStepImpl(IExecutionStep step) +195
System.Web.HttpApplication.ExecuteStep(IExecutionStep step, Boolean& completedSynchronously) +88

Version Information: Microsoft NET Framework Version:4.0.30319; ASP.NET Version:4.7.3429.0

Die Uberpriifung der Zertifikate brachte keinen Aufschluss iber das Fehlerbild. Die
Zertifikatskette ist in Ordnung. Das eingebundene Zertifikat ist bis zum 27.08.2020

gultig.

n  Certificate x

General petails  Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

Issued to: mail.
Issued by: C5-CA

valid from 23.08.2018 to 27.03.2020

‘? You have a private key that corresponds to ificate,

Issuer Statement
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Das gebundene Zertifikat mit der 56 am Ende...

Certificate *

General Details  Certification Path

Show: | <all= e

Field Value 2

-'g.' Autharity Key Identifier KeylD=b4f7 lb8e830eb42...

(£| CRL Distribution Points [1]CRL Distribution Point: Distr...

(£ Authority Information Access  [1]Authority Info Access: Acc...

iol|Key Usage Digital Signature, Key Encipher...
Thumbprint algorithm shal

(=] Thumbprint ba71a7f3809b a4 7T1e2 e2...
Friendly name Exchange

a 71 a7 £3 80 9b a4 71 =2 =2 Sc a0 14 4a <9
4 00 6d bk 56

Edit Properties... Copy to File...

...ist wie diese Abfrage bestatigt mit diesen Services gebunden.
Get-ExchangeCertificate | fl thumbprint, notafter, services

[ Select Machine slocal — O X

=: QuickRef
s.1ocal.

.local.
angeCertificate | f1 thumbprint,not

TP, UMCallRouter

136A4BF4AADFDEO
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In der Vergangenheit hatte ich immer den Cryptographic Service Provider ,CSP"
eingesetzt. Das aktuelle Zertifikat nutzt den Microsoft Software Key Storage Provider,
was bis dato zu keinem Problem flihrte. Auch in anderen Umgebungen laufen die
Exchange seit Jahren ohne Probleme.

Y

Das Log-File im Anwendungsprotokoll mit der ID 1003 wiederlegt aber die oben getatigte
Aussage. Ist fur mich aber nicht nachvollziehbar. ®

] Event Viewer
File Action View Help
L 2Rl 7}
[ Event Viewer (Local)
7 Custom Views
~ [ Windows Logs
{+] Application
] security
] setup
& System
] Forwarded Events
v [} Applications and Services Logs
=] Hardware Events
{] Internet Explorer
1] Key Management Service
Microsoft
] MSExchange Management
] Windows PawerShel
 Subscriptions

o
Level Date and Time Source EventID Task Category ~ |
)Information  24.09.2019 16:57:03 MSExchangeTransportDelivery 16028 Configuration & Open Saved Log.
Information  24.09.2019 16:57:03 MSExchangeTransportDelivery 16028 Configuration # Create Custom View..
Information  24.08.2019 16:57:03 MSExchangeTransportDelivery 16028  Configuration Import Custom View.
JInformation  24.09.2019 16:57:03 MSExchangeTransportDelivery 16028  Configuration
(@Information  24.09.2019 16:57:03 MSExchangeTransportDelivery 16028 Configuration Clear Log..
MSExchange Front End HTTP Proxy ¥ Filter Current Log...
ASPNET 4030319.0 1300 Web Event Properties
24.09.2019 16:55:57 MSExchange Front End HTTP Proxy 1003 Core Find..
JInformation  24.09.2019 16:54:27 MSExchange Mid-Tier Storage 9000 (9) =
)Information  24.09.2019 16:53:57 MSExchange ADAccess 2080 Topology I Save All Events As...
Information  24.08.2019 16:53:44 MSExchange Mid-Tier Storage 9000 (9) Attach a Task To this Log.
Information  24.09.2019 16:33:20 MSExchange Mid-Tier Storage 9000 (9) View
Information  24.09.2019 16:5318 MSExchange Mid-Tier Starage 000 (9)
Information  24,00.2019 16:53:00 MSExchange Mid-Tier Storage 9000 (9) [G] Refresh
1, Warning 24.09.2019 16:52:56 ASP.NET 4.0.20319.0 1309 Web Event ﬂ Help
“."Enﬂv 24.09.2019 16:52:56 MSExchange Front End HTTP Proxy 1003 Core v
Event 1003, Front End HTTP Proxy
Event 1003, MSExchange Front End HTTP Proxy x

General Details

[Ecp] An internal server error occurred, The unhandled exception was: System.NullReferenceException: Object reference not set to an instance of an object,

P

.
FbaModule.O

pApplication httpApplication)

Log Name:
Source:
Event ID
Level

User
OpCode:

Application

MsExchange Front End HTTI Logged:

1002
Error
N/A

More Information: Event Log Online Help
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plication httpApplication)

p
at Microzoft.Exchange HitpProsy.ProxyModule.<>c_DisplayClazs16_0.< OnBeginRequest-b_0()
at Microsoft.Exchange.Common. ILILUEDoTryFilterCatch(Action tryDelegate, Func'2 filterDelegate, Action'! catchDelegate)

24092019 16:56:13
Task Category: Core
Keywords:  Classic

Computer. local

[ <l

Event Praperties

Atach Task To This Event.
Copy

Save Selected Events..
Refresh

Help
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Y

Da der Fehler nicht zu beseitigen war, hatte ich mich fir die Installation eines Exchange
Updates entschieden. Die aktuelle Version ist 2016 CU11. Installiere nun das CU13. Das

Cumulative Update CU 14 setzt zumindest das CU 12 vorraus.

Exchange Schema Versionsliste:

Schema im Active Directory abfragen

dsquery * CN=ms-Exch-Schema-Version-
Pt,cn=schema,cn=configuration,dc=contoso,dc=com -scope base -attr

rangeUpper

Exchange

2019 CU2
2019 CU1
2019 RTM
2016 CU13
2016 CU12
2016 CUMNM

2016 CU7-CU10(*)

Forest
(rangeUpper)

17001
17000
17000
15332
15332
15332

15332
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Forest
(objectVersion)

16754
16752
16751

16217
16215
16214

16213

Domain
(objectVersion)

13237
13236
13236
13237
13236
13236

13236
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Schema Update vor der Installation priifen und durchfiihren

Get-ExecutionPolicy
Set-ExecutionPolicy Unrestricted

setup.exe /PrepareSchema /IAcceptExchangeServerLicenseTerms
setup.exe /PrepareAD /IAcceptExchangeServerLicenseTerms
setup.exe /PrepareDomain /IAcceptExchangeServerLicenseTerms

[ Machine local - O X

[Ps] setup.exe /Prep

Microsoft

COMPLETED

COMPLETED

COMPLETED

COMPLETED

COMPLETED

COMPLETED
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Installationsvorbereitung:

e .NetFramework 4.7.2
e Schema Update

Das CU13 wurde erfolgreich installiert.

Get-Command Exsetup.exe | ForEach {$_.FileversionInfo}
Get-ExchangeServer | Select Name, AdminDisplayVersion

Get-ExchangeServer | Sort-Object Name | ForEach{ Invoke-Command -ComputerName
$_.Name -ScriptBlock { Get-Command ExSetup.exe | ForEach{$_.FileVersionInfo} } } |
Format-Table —Auto

$ExchangeServers = Get-ExchangeServer | Sort Name

ForEach ($ExchangeServer in $ExchangeServers)

{

Invoke-Command -ComputerName $ExchangeServer.Name -ScriptBlock {Get-Command
Exsetup.exe | ForEach {$_.FileversionInfo}}

b

[5 Machine “local - m} *

VERBOS
(VERBOS

Fortach {$_.FileversionInfo}

Files\Microsoft\E: ge Ser >\bin\ExSetup.exe

C:\Windows\system32> select MName, AdminDisplayversion

AdminDisp

Eine Liste der Versionsnummer zum Abgleich finden wir hier:

https://social.technet.microsoft.com/wiki/contents/articles/15776.exchange-server-
2013-2016-and-2019-build-numbers-with-cumulative-updates.aspx
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Product Name Build Number | w[:’a:f | KB
Exchange Server 2016 Preview 15.1.225.16 | 6/22/2015
Exchange Server 2016 RTM 15.1.22542 | 10/01/2015
Exchange Server 20116 Cumulative Update 1 (CU1) 15.1.396.30 |3/14/2016 KE3134844
Exchange Server 20116 Cumulative Update 2 (CUZ) 15.1.466.34 |&6/20/2016 KE3135742
Exchange Server 2016 Cumulative Update 3 (CU3) 15.1.544.27 | 9/20/2016 KB3152589
Exchange Server 2016 Cumulative Update 4 (CU4) 15.1.669.32 (12/13/2016 [KB3177106
Exchange Server 20116 Cumulative Update 5 (CUS) 15.1.845.34 (3/21/2017 KEB4012106
Exchange Server 20116 Cumulative Update 6 (CUB) 15.1.1034.26 | 6/27/2017 KB4A012108
Exchange Server 20116 Cumulative Update 7 (CUT) 15.1.1261.35 |9/16/2017 KB4018115
Exchange Server 2016 Cumulative Update 8 (CUE) 15.1.1415.2 (12172017 |KB4035145
Exchange Server 2016 Cumulative Update 9 (CU9S) 15.1.1466.3 | 3/20/2018 KBAQ55222
Exchange Server 20116 Cumulative Update 10 (CU10) 15.1.1531.3 | 6/19/2018 KB4099352
Exchange Server 2016 Cumulative Update 11 (CU11 15.1.1591.01 [10/16/2018 [KB4134118
Exchange Server 2016 Cumulative Update 12 (CU12) 15.1.1713.5  [2/12/2019 KB4471392
Exchange Server 2016 Cumulative Update 13 (CU13) 15.1.1779.2  [&/18/2019 KB4483406 Cf
Optional:
Product Mame Build Number Date KB
[mm/dd/yyyy]
Exchange Server 2019 Preview 15.2.196.0 072472018
Exchange Server 2019 RTM 15222112 |10/14/2018
Exchange Server 2019 Cumulative Update 1 (CU1) 15.2.330.6 2/12/2019 KB4471391
Exchange Server 2019 Cumulative Update 2 (CUZ2) 15.2.397.3 B/18/2019 KB4453401 =
Nachfolgend installiere ich noch das ausstehende Security Update KB4515832
ﬁ Exchange Server 2016 Security Update Setup >
Welcome to the Setup Wizard for Security
Update for Exchange Server 2016
Cumulative Update 13 (KB4515832)
Please wait while the Setup Wizard prepares to guide you through the installation.
The Setup Wizard is checking the system...
< Back Mext =
Erstellt von Jorn Walter 25.09.2019



https://www.der-windows-papst.de

Server Error in ECP Application

Typischer Fehler nach der Installation des Security Updates:

%

e P » Sites » Exchange Back End

File View Help
Connections
< - 1|8

L. [ Application Pools ~
v .[8] Sites
. & Default Web Site
v ) Exchange Back End
s (3 apl
¥ Autodiscover

_ DocumentPreview
P oecp

P Ews
+ 1 Exchange

4 Exchweb
y 7| mapi

Microsoft-Server-ActiveSync
¥ OAB
owa

| photos

| Poplmap

¥ PowerShell

| PowerShell-Proxy
| Public
¥ PushNotifications

| Quarantine

| ReportingWeb5ervice
| Reports

| rest
P Rpc

| RpeProxy
Configuration: 'Exchange Back End/ecp' web.config

.\UpdateCas.ps1

Eﬂg Select Machine slocal

b oEcp »

D Application Settings

Use this feature to store name and value pairs that managed code applications can use at runtime.

Group by: Mo Grouping

MName
AddSourceToErrerMessa...
BinSearchFolders

Value

false

%Exchangelnsta

ClientinstrumentationP F
Clientinstrumentatio 55

DelegatedAutenticatio
ExchangeRunspaceConfi...
ExtendedApplications
FfoReportingHostName
HybridServerUrl)
HybridServerlrll
HybridSyncTimeoutinSe...
IframeablePagesForData...
IframeablePagesForOnPr...
LiveldBasicAuthenticator...
LogPerformanceData
Maximumldentities
MaxQueuedPerfRecords
OAuthAuthenticator.Reh...
OAuthHttpMeduleAdd...
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01:00:00

admin.protectio

Edit Application Setting

Name:

‘BmSearchFu\dErs

Value:

%Exchanga\ﬂstal\D\r%hln,‘%Ex(haﬂgelﬂsta\ID\r%hm\Cmd\etll

https://eutlook,
oot ot
%0

Cancel

engelnstallDir%...

~/error.aspx,~/hybridlogouthelper.aspx

true
false
500
50
true
true

.| [ETFemture view ] Content View

cd bin

Entry Type
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
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.\UpdateConfigFiles.ps1

& Machine: Jocal - O

Attempting

k=3

LOSUNG:

Neues Zertifikat-Template erstellt:

SHA256-Web Server-CSP Properties ? ®
Subject Name Issuance Reguirements
Superseded Templates Exensions Security Server

General Compatibiity Fequest Handlng  Cryptography  Key Attestation

Provider Category: Legacy Cryptographic Service Provider w
Determined by CSP w
Mimimum key size: 2048

Choose which cryptographic providers can be used for requests
{7) Requests can use any provider available on the subject’s computer
(® Requests must use one of the following providers:

Providers:

[wMicrosoft RSA SChannel Cryptographic Provider s
[w|Microsoft Enhanced Cryptographic Provider w1.0

Die aktuelle L6sung war, das Zertifikat neu zu erstellen und zu binden. Anscheinend gibt

es aus welchen Grinden auch immer, ein Problem mit dem KSP.

Get-ExchangeCertificate | where {$_.IsSelfSigned -eq $false} | Format-List
FriendlyName, Thumbprint,NotAfter,Services

Enable-ExchangeCertificate ~-Thumbprint
D6004D85BBE6FBB125D3A3DAF5611C94DB2586ES5 —Services “IIS, SMTP, POP, IMAP,
UM, UMCallRouter”

% Machine local - O
Certificate | where { sign Format-List Friei me, Thumbprint

Providers:

Microsoft RSA SChannel Coyptographic Provider
eMicrosoft Enhanced Cryptographic Provider v1.0

Enable-ExchangeCertificate

[M] No [L] No to
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IISReset

3 Machine: cs-msi3.ces.local - O x

Altes Zertifikat entbinden und loschen:

Disable-ExchangeCertificate —-Thumbprint
559642FCD3DD4769D79A457D11875AF9E6E49F3C -Services "IIS, SMTP, POP, IMAP,
UM, UMCallRouter"

Remove-ExchangeCertificate -Thumbprint
559642FCD3DD4769D79A457D11875AF9E6E49F3C

Wartungsmodus starten
.\StopDagServerMaintenance.psl cs-msx3
Get-MailboxDatabaseCopyStatus
Wartungsmodus beenden
.\StopDagServerMaintenance.psl cs-msx4

Get-MailboxDatabaseCopyStatus

.\RedistributeActiveDatabases.ps1 DAG2 -BalanceActivationPreferences
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