Active-Directory Compare

Mit dem Tool Active Directory Explorer von Sysinternals, kénnen wir auch einen Vergleich
von verschiedenen Snapshots anstellen. Wer wissen méchte welche Veranderungen im
Laufe des Tages stattgefunden haben, der erstellt morgens den ersten Snapshot und
vergleicht diesen gegen Abend mit einem weiteren Snapshot.

Wir starten das Tool und verbinden uns mit dem Active Directory.

2 Active Directory Explorer - Sysinternals: www.sysinternals.com [dwp.local [DC1.dwp.local]] - O X

File | Edit Favorites Search Compare History Help

Connect... ) -

Remove

Create Snapshot...

Attribute Syntax Count  Value(s)
Exit
1## CN=Configuration,DC =dwp,DC=local
=Schema,CN=Configuration,DC =dwp,DC =local
£ DC=DomainDnsZones,DC=dwp,DC=local
35 DC=ForestDnsZones,DC=dwp,DC =local
< >

dwp.local [DC1.dwp.local]

Im nachsten Schritt erstellen wir den ersten Snapshot.

4 Active Directory Explorer - Sysinternals: wwwsysinternals.com [dwpJocal [DC1.dwp.local]] - O x

File | Edit Favorites Search Compare History Help

Connect... v
Remove
Create Snapshot. )
Attribute Syntax Count  Value(s)
Exit
(] CN=Configuration,DC=dwp,DC =local
(23 cN=Schema, CN=Configuration,DC =dwp,DC=local
% DC=DomainDnsZones,DC=dwp,DC=local
%5 DC=ForestDnsZones,DC=dwp,DC=local
< >

dwplocal [DC1.dwp.local]
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Geben einen Namen sowie den Zielpfad an.

ary Explorer - Sysi — a x
File Edit Favorites Search Compare History Help
FEEICIEIRCE
Path: | dwp.local [DC L dwp.local]
4 %W‘;E D‘;Ef‘””‘ Explorer Attribute Syntax Count  Value(s)
=] wplo[ -
= oq ¥ Snapshot Active Directory X
This dialog will take a snapshot of the Active Directory database
you are currently attached to.
Enter an optional description for the snapshot:
(st @ \
Spedfy the path to the snapshot file:
[ crsersiwiDeskopisnapr.dzt €D 'H
Throttle maximum server utiization @ Hw
(A throttle of 25% means the snapshot will take 4 times longer.)
e oK Cancel
< >
dwp.local [DC1.dwp.local]
Im Laufe des Tages wurde ein neuer Benutzer angelegt.
[ Active Directory-Benutzer und -Computer - [m} b4

Datei  Aktion  Ansicht 7

&= o falXEBE=H

[P aaTHR

Active Directory-Benutzer und -Computer [DC1.dwp.loc
v P p-loc/| Name Typ
a Gespeicherte Abfragen 151 ABC-Deploy Organisationseinheit
v # d\wpg\or:l &, Admin Benutzer
(] Builtin 2ca Benutzer

[ Computers

= Domain Contrallers & Database Benutzer
+ 51 pwp 127 Disabled Organisationseinheit
&1 Exchange 2, Jom Water Benutzer
(=1 Gruppen [E1mBAM Organisationseinheit
21 Server
(=] User

21 Workstations
ForeignSecurityPrincipals

Keys

LostAndFound

Managed Service Accounts
Microseft Exchange Security Groups
Program Data

System

Users

Microsoft Exchange System Objects
NTDS Quotas

[ TPM Devices

CEEREBREEBE

Beschreibung

Datenbank Admin

Dom-Admin

=1 Kontakte f:Xsnap1 Benutzer
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Sowie eine neue Sicherheitsgruppe.

a2

Datei  Aktion  Ansicht 7

ez nm LB XECE | H

M B RETER

T Active Directory-Benutzer und -Computer [DCT.dwp.loc
| Gespeicherte Abfragen

v 3 dwp.local

| Builtin

| Computers

51 Domain Controllers

51 DWP

51 Exchange

= Gruppen

51 Kontakte

51 Server

=1 User

51 Workstations

ForeignSecurityPrincipals

Keys

LostAndFound

Managed Service Accounts

Microsoft Exchange Security Groups

Program Data

System

Users

Microsoft Exchange System Objects

NTDS Quotas

TEM Devices

CREORODERRRE

Name
aica

2,GP-Snap1  M—
B, KList Test-Gruppe

1= MBAM

2 ReDir-Group

B2 7ugriff Remote Desktap

2 Zugriff WebSHA256 Zertifikat

Typ

Organisatic
Sicherheitsg
Sicherheitsq
Organisatio
Sicherheitsq
Sicherheitsq
Sicherheitsq

Eigenschaften von GP-Snapl

Objekt

Allgemein Mitglieder

Mitgliecer

Sicherhet
Miglied van

Attribut-Edtor
Verwaltet von

Name
& Snap1

Active Directory-Doménendienste-Ordner
Gwp local/DWP/User s

OK

Entfemen

Abbrechen Ubemehmen

Hiffe

Gegen Abend erstellen wir den zweiten Snapshot,

2 Active Directory Explorer - Sysinternals: www.sysinternals.com [dwp.local [DC1.dwp.local]]

File | Edit Favorites Search Compare History Help

Connect... r v

Remove

Create Snapshot... (@
Exit

1] CN=Configuration,DC =dwp,DC =local

(2 cN=Schema,CN=Configuration,DC =dwp,DC =local
DC=DomainDnsZones,DC=dwp,DC =local

%5 DC=ForestDnsZones,DC=dwp,DC=local

Attribute

Syntax

Count  Value(s)

dwp.local [DCT.dwp.local]
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und speichern diesen ebenfalls auf dem Desktop ab

File Edit Favorites Search Compare History Help

4 F |~

Path: | dwp.local [DC1.dwp.local]

&3, Active Directory Explorer

° Attribute Syntax
E-§ dwpo
i pg

A4 Snapshot Active Directory X

This dialog will take & snapshot of the Active Directory database
you are currently attached to.

Enter an optional description for the snapshot:

[snap2 @) |
Spedify the path to the snapshot file:

[ c:\Jsers\w\Desktop\anap2. dat a | =

Throttle maximum server utiization | 100 (5 <
(A throttle of 25% means the snapshot wil take 4 times longer.)

Count

value(s)

dwp.local [DC1.dwp.local]

Danach starten wir das Tool erneut und laden zuerst den letzten Snapshot.

File Edit Favorites Search Compare History Help

@ %A |~

Path: |

& Active Directory Explorer Attribute Syntax

> Connect to Active Directory X

(0) Enter a name for an Active Directory database to which you
want to connect. If you previously saved a connection, you
do not need to enter a database name.

Connect to:
User:
Password:

(®) Enter the path of a previous snapshot to load.

Path: C:\Users\jw\Desktop'snap2.dat I}

If you want to save this connection for future use, select Save
this connection, and then enter a name for the saved connection.

[ save this connection

Name:

Coce

Count

value(s)
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Nachdem der letzte Snapshot geladen wurde, fangen wir mit dem Vergleich an und laden

den ersten Snapshot ein.

% Active Directory Explorer - Sysinternals: www.sysinternals.com [C:\Users\jw\Desktop\Snap2.dat [DC1.dwp.local on 05.11.2020 03:07:42]]

- (m] s
File Edit Favorites Search Compare History Help
HETIETTEERE Compare Snapshot... (B}
Compare Snapshot Security...
Path: | C:\Usersijw\Desktop\Snap2
5 %f‘l"ﬁ Directory Explorer Attribute Syntax Count  Value(s)
o
@a
iRl nfiguration,DC =dwp, DC =local
55 DC=dwp,DC=local
< >
C:\Users\jwh\Desktop\Snap2.dat [DC1.dwp.local on 05.11.2020 09:07:42]
Ac Exp e sysinte se - O x
File Edit Favorites Search Compare History Help
#F AR H |~
Path: | Cs\Users\jw\Desktop\Snap2.dat [DC 1.dwp.local on 05.11.2020 03:07:42)
&} Active Directory Explorer Attribute Syntax Count  Value(s)
£+ C:\Jsers\iwiDesktopisnap?.dat [DC Ldwp.local on 05, 11,2020 05:07:42]
(2 cN=Schema,CN=Configuration,DC =dwp,DC =local
) ¢ nfiguration,DC=dwp,DC=local -
£ DC=dwp,DC=local -4 Cempare Snapshots ] x
Select an archive to compare to:
[Co\Users\wiDeskiop\Snap L dat H
Look at objects with these dasses:
Abfragerichtinie - queryPolicy ~
Active Directory-Domanendienste — nTDSService
Aktuslisierter MSMQ-Benutzer — mSMQMigratedUser
enutzer — user
Computer — computer v
Select All Clear All
Look for changes to these
Abteilung - department ~
Abteiung (phonetisch) — msDS-PhoneticDepartment
|dearky en - user
Anmeldename - userPrindpaliiame
Id (Pra-Windows 2000) — sAMAccountame v
Select Al Clear Al
@ Compare Cancel
< >

C:\Users\jw\Desktop\Snap2.dat [DC1.dwp.local on 05.11.2020 09:07:42]
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Die beiden Snaps werden verglichen und das Ergebnis ist folgendes

und eine Sicherheitsgruppe angelegt.

& Active Directory Explorer

Es wurde ein User

Sysinternals: www.sysinternals.com [C:\Users\jw\Desktop\Snap2.dat [DC1.dwp.local on DS. — o *
File Edit Favorites Search Compare History Help
S| AR H[F| e~
Path: | C:\Users\jw\Desktop\Snap2.dat [DC1.dwp.local on 05. 112020 08:07:42]
< Active Directory Explorer Attribute Syntax count  value(s)
- C:\Users\iw\Desktopisnapa. dat [DC 1.dwp.locsl on 05. 11,2020 03:07:47]
(£ cN=Schema,CN=Configuration,DC=dwp,DC =local
| CN=Configuration,DC =dwp,DC =local -
£ DC=dwp,DC=local -+ Compare Snapshots ] x
Select an archive to compare to:
[ c:\users'\w\Desktop\nap1.dat
Object Attribute
[LICN=RID Set,CN=DC1,0U=Domain Controllers,DC=dw... rIDNextRID
&%, c=GP-Snap1,0U=Gruppen,OLI=DWP DC =dwp,DCl...
, c=5nap1,0U=User,0U=DWP,DC=dwp DC=local
< >
3 differences found Cancel
< >
Ci\Users\jw' Desktop\Snap2.dat [DC1.dwp.local on 05112020 08:07:42]
W Active Directory Explorer - Sysinternals: www.sysinternals.com [C:\Users\jw\Desktop jat [DC1.dwp.local on 05.11.2 - ul X
File Edit Favorites Search Compare History Help
F| A HEx |~
Path: | CN=Snap1,0U=User,0U=DWP,DC=dwp,DC=local,C:\Users\jw\Desktop\Snap2.dat [DC 1.dwp.local on 05. 11,2020 09:07:42]
& DC=dwp,DC=local A || Attribute Syntax Count  Value(s) A
75 cn=guilin
5 Qv-Computers [ accountExpires Integerd 1 OxTFFFFFFFFFFFFFFR
-~ o8] bad ims ntener]
7 CN=Deleted Objects = wocdTy Inte 1 )
&1 OU=Domain Contrallers = Compare Snapshots o x
CN=DC1
[£1 CN=DFSR-LocalSettings Select an archive to compare to:
(ZJ CN=RID Set [ c:\sersijw \Desktop\snap1.dat
o5 ou=Dwp
1—_| Oll=Exchange Object Attribute
-5 OU=Gruppen
5 ou=ca [ZICN=RID Set,CN=DC 1,0U=Domain Controllers,DC=dw... rIDNextRID
2, Ch=GP-Snapt CN=GP-Snap1,0U=Gruppen,OU=DWP,DC=dwp,0C=l...
2, C=KList Test-Gruppe
] OU=MEAM
9, cN=ReDirGroup
2, CN=Zugriff Remote Desktop
8, CN=Zugriff WebSHA256 Zertifiat
H OU=Kontakte fd0-5021
&1 ou=Server
o3 ou=User
] ou=ABC-Deploy
CN=Admin
CN=CA
CN=DataBase
15| OU=Disabled
@, cn=arn Walter a B
& OU=MBAM
2, cn=snapl
-] OU=Workstations 3 differences found Cancel
T cn=ForeignSecurityPrincipals [#]usncrestea Tnteger T URBC20E
(1 c=Infrastructure [#]whenChanged GeneralizedTime 1 05.11,2020 09:05:33 v
7 Ch=Keys vll<l >
=

CN=5nap1,0U=User, 0U=DWP,DC=dwp,DC=local, C:\Users\jw\Desktop\Snap2.dat [DC1.dwp.local on 05.11.2020 09:07:42]
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Das Ergebnis lasst sich anschlieBend exportieren.

@ Ac

File Edit Favorites Search Compare History Help

PR FrR=]|

Path: ‘ CN=Snap1,0U=User,0U=DWP,DC =dwp,DC =local C: Wsers\jw'Desktopisnap2.dat [DC 1.dwp.local on 05. 11,2020 09:07:42]

-5 DC=dwp,DC=local ~ || attribute Syntax Count  Value(s)

[#]accountExpires Integers 1 OxTFFFFFFFFFFFFFFR
ATim: Intener 1 el

-5 CN=Deleted Objects *
-] OU=Domain Contrallers 4 Compare Snapshots

(2 CN=DFSR-Localsettings Select an archive to compare to:

(ZJ CN=RID Set =] [ c:\sersijw \Desktop\snap1.dat

- ou=DwP

i OU=Exchange
&1 OU=Gruppen

WP, DC=dwp,DC

2, cn=GP-snap1

2, C=KList Test-Gruppe

& ou=MBAM

2, CN=ReDIr-Group

2, CN=Zugriff Remote Desktop

2, CN=Zugriff WebsHA256 Zertficat

E1 oU=Kontakte

&1 ou=Server

-3 Ou=User

T oU=ABC-Deploy
CN=Admin
CN=CA
CN=DataBase

73| OU=Disabled
CN=6rn Walter

& ou=MBAM

Object Attribute Difference Value 1
5 ou=ca [CICN=RID Set,CN=DC1,0U=Domain Controllers,DC=dw... rIDNextRID Value differs 1603
Object missing in second

2, cn=snap1
&1 ou=Workstations 3 differences found
79 CN=ForeignSecurityPrincpals

@ovor..

Cancel

Tnteger T UXBCZ0E

0 en=infrastructure ] whenChanged GeneralizedTime 1 05.11,2020 09:05:39
<

..... 7 Ch=Keys

o m o iredrd

v

d0-902(

CN=5nap1,0U=User,OU=DWP,DC=dwp,DC=local, C:\Users\jwA\Desktop\Snap2.dat [DC1.dwp.lecal on 05.11.2020 09:07:42]

) Result.CSV - Editor

Datei Bearbeiten Format Ansicht  Hilfe

|”CN=RID Set, CN=DC1,0U=Domain Controllers,DC=dwp,DC=local”,"rIDNextRID","Value differs”,"16@3","1601"
"CN=GP-5napl,0U=Gruppen, OU=DWP ,DC=dwp ,DC=1local”,"","0Object missing in second”,™",""
"CN=5napl,0U=User,0U=DWP,DC=dwp,DC=1ocal”,"","Object missing in second”,”™,""

Windows (CRLF) Zeile 1, Spalte 1 100%
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