SMB Dialect Revision

Beim Zugriff auf ein Share wird zur Herstellung der Verbindung das SMB-Protokoll

eingesetzt. Sofern es auf einem Client keine besonderen Einstellungen gibt, werden beim

Aufbau der Verbindung alle zur Verfiigung stehenden Dialekte (SMB-Revisionen)
angeboten, siehe Punkt 1. Der Client bietet dem Server 5 verschiedene Dialekte an.
Angefangen bei Version 2.02 bis hin zur Version 3.1.1.
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Ansicht Aufzeichnen Wireless  Tools  Hilfe
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Datei  Bearbeiten Telephonie
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Navigation Analyse  Statistiken
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[ [smb2 ]

No. Time
2639 3.338907

2641 3.339192
2644 3.339923

Source
172.18.32.111
172.18.32.32
172.18.32.111
172.18.32.32

Destination
172.18.32.32
172.18.32.111
172.18.32.32
172.18.32.111

Protocol
SMB2
SMB2
SMB2

Length Info
306 Negotiate Protocol Response
232 Negotiate Protocol Request
366 Negotiate Protocol Response

SMB2 491 Session Setup Request

Frame 264@: 232 bytes on wire (1856 bits), 232 bytes captured (1856 bits) on interface \Device\NPF_{2B1DD@GE-CF23-4DF8-86C6-094BAEEA4358}, id @
Ethernet II, Src: VMware 85:82:8c (@@:8c:20:85:82:8c), Dst: VMware_c6:22:bd (88:8c:29:c6:22:bd)
Internet Protocol Version 4, Src: 172.18.32.32, Dst: 172.18.32.111
Transmission Control Protocol, Src Port: 64194, Dst Port: 445, Seq: 74, Ack: 253, Len: 178
NetBIOS Session Service
v SMB2 (Server Message Block Protocol version 2)
SMB2 Header
¥ Hegotiate Protocol Request (8x2@)
[Preauth Hash: e1645a8T28679fc428aa692a40bhfc3dd62720a778ec3@792a24ad94f23d19eb3eede35¢..]
StructureSize: @xee24
Dialect count: 5
Security mode: @x82, Signing required
Reserved: 2ee8
Capabilities: @x@@80807f, DFS, LEASING, LARGE MTU, MULTI CHANNEL, PERSISTENT HANDLES, DIRECTORY LEASING, ENCRYPTION
Client Guid: 65eSbee6-bf@c-lleb-976b-8@0c2985028C
NegotiateContextOffset: @xeeoeea7e
NegotiateContextCount: 2
Reserved: 2ee8
Dialect: SMB 2.8.2 (@x@202)
Dialect: SMB 2.1 (8x8218)
Dialect: SMB 3.8 (2xB300)
Dialect: SMB 3.8.2 (@x@382)
Dialect: SMB 3.1.1 (@x@311)
Negotiate Context: SMB2 PREAUTH INTEGRITY CAPABILITIES
Negotiate Context: SMB2_ENCRYPTION_CAPABILITIES

=

e Pakete: 6815 - Angezeigt: 85 (1.3%)- Verwarfen: 0 (0.0%)

SMB2 (Server Message Block Protocol version 2): Protocol

Der Server antwortet mit Dialekt 3.1.1. Uber diese SMB-Revision werden nun Daten
ausgetauscht.
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Profil: Default

[ smb2 [x]
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No. Time
2639 3.3389@7
2648 3.339831
2641 3.339192
2644 3.339923

Source
172.18.32.111
172.18.32.32
172.18.32.111
172.18.32.32

Destination
172.18.32.32
172.18.32.111
172.18.32.32
172.18.32.111

Protocol
SMB2
SMB2
SMB2

Length Info
386 Negotiate Protocol Response
232 Negotiate Protocol Request

366 flegotiate Protocol Response g

sMB2 491 Session Setup Request

Credit Charge: @
NT Status: STATUS_SUCCESS (@x80000800)
Command: Negotiate Protocol (8)
Credits granted: 1
Flags: @x0@@0eR81, Response
Chain Offset: exeeeoe080
Message ID: 1
Process Id: @x@eeefeft
Tree Id: @xB0BBE0BE
Session Id: ©x0800B00002000000
Signature:
[Response to: 2648]
[Time from request: .88@161888 seconds]
¥ Negotiate Protocol Response (8x88)
[Preauth Hash: 8b62b66T84a9f0615806bBbBSCafB739437661d9ad5dR53298a50428c00267b186T4T2e4..]
StructureSize: Bx@e4l
Security mode: @x83, Signing enabled, Signing required
Dialect: SMB 3.1.1 (@x@311)
NegotiateContextCount: 2
Server Guid: 481dd93d-e98a-4733-bdad-e7f1d4a5a922
Capabilities: @x@8@0803f, DFS, LEASING, LARGE MTU, MULTI CHANNEL, PERSISTENT HANDLES, DIRECTORY LEASING
Max Transaction Size: 3383688
Max Read Size: 8388608
Max Write Size: 8338608
Current Time: May 27, 2021 19:86:45.676171480 Mitteleuropdische Sommerzeit
Boot Time: No time specified (@)
Blob Offset: Bx@oBBOBSE

2lak 1
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Dialect (smb2.dialect), 2 Bytes
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SMB Dialect Revision

Wenn man jetzt nur noch Dialekte der Version SMBv3 einsetzen mdchte, dann kann das
in der Registry fest konfiguriert werden.

Die Festsetzung der minimalen oder maximalen Version setzt kein Neustart voraus.
Unter diesem Pfad erstellen wir zwei neue Eintrage.

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Para
meters]

"MinSMB2Dialect"=dword:00000300

"MaxSMB2Dialect"=dword:00000311

B Registrierungs-Editor = [m} X
Datei Bearbeiten Ansicht Favoriten  Hilfe
Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Senvices\LanmanWorkstation'\Parameters

Parameters A MName Typ Daten

S.ecurlt)‘ '_"1 (Standard) REG_SZ (Wert nicht festgelegt)
kdnic £ AllowInsecureGuestauth REG_DWORD (xD0D00D0D (0)
E:;IS:DC £ EnablePlainTextPassword REG_DWORD 000000000 (0)
KPSEVEC ?-'n'} EnableSecuritySignature REG_D'WORD 00000001 (1)
KSecDD 5] RequireSecuritySignature REG_DWORD 00000000 (1)
KSecPkg ab)SenviceDll REG_EXPAND_SZ FeSystemRoot¥\System3 2 whkssve.dll
lesthunk 54| ServiceDlIUnloadOnStop REG_DWORD 000000001 (1)
KtmRm 3| MinSMB2Dialect REG_DWORD 00000300 (768)
LanmanServer REG_DWORD x00000311 (785)

v LanmanWorkstation
: Linkage

MetworkProvider

Parameters
Idap
Ifsve
LicenseManager
litdio he

< >

Ab sofort bietet der Client dem Server nur noch Dialekte der SMBv3 Version an.

M “Management = a X
Datei Bearbeiten Ansicht Navigation Aufzeichnen Analyse Statistiken Telephonie Wireless Tools  Hilfe
AN 2O IBRE ] e 1EEaaamn
[ W ]smb2 (4] -]+
No. Time: Source Destination Protocol  Length Info ~
6395 8.172232 172.18.32.111 172.18.32.32 SMB2 306 Negotiate Protocol Response
6396 8.172373 172.18.32.32 172.18.32.111 SMB2 232 Negetiate Protocol Request
6398 8.172741 172.18.32.111 172.18.32.32 SMB2 366 Negetiate Protocol Response
6482 8.174927 172.18.32.32 172.18.32.111 SMB2 49@ Session Setup Request e

Frame 6396: 232 bytes on wire (1856 bits), 232 bytes captured (1856 bits) on interface \Device\NPF {2B1DD@6E-CF23-4DF3-86C6-994BAEEA4358}, id @
Ethernet II, Src: VMware_85:82:8c (BP:@c:29:85:02:08c), Dst: VMware_c6:22:bd (8@:0c:29:c6:22:bd)
Internet Protocol Version 4, Src: 172.18.32.32, Dst: 172.18.32.111
Transmission Control Protocol, Src Port: 64572, Dst Port: 445, Seq: 63, Ack: 253, Len: 178
NetBIOS Session Service
v SMB2 (Server Message Block Protocol versien 2)
SMB2 Header
¥ MNegotiate Protocol Request (8x88)
[Preauth Hash: a5637f137452de3e532af5b3178b96cbace22fee77b51c2addegbeaf3be37bsF38402db3..]
StructureSize: @x@e24
Dialect count: 3
Security mode: 8x82, Signing required
Reserved: 0808
Capabilities: @x@080807f, DFS, LEASING, LARGE MTU, MULTI CHANNEL, PERSISTENT HANDLES, DIRECTORY LEASING, ENCRYPTION
Client Guid: fffb6469-bfef-11eb-976c-080c2985020C
NegotiateContextOffset: @xPEOAGATE
NegotiateContextCount: 2
Reserved: 0808
Dialect: SMB 3.8 (@x8300)
Dialect: SMB 3.8.2 (@x8302)
Dialect: SMB 3.1.1 (@x@311)
Negotiate Context: SMB2 PREAUTH_INTEGRITY CAPABILITIES
Negotiate Context: SMB2_ENCRYPTION_CAPABILITIES

[
(O 7 sMB2 (Server Message Block Protocol version 2): Protocal Pakete: 9334 - Angezeigt: 53 (0.6%)- Verworfen: 0 (0.0%) || Profil: Default
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SMB Dialect Revision

Der Server antwortet wieder mit der héchsten Version, sofern er diese unterstitzt. In
diesem Fall mit der Version 3.1.1.

M “Management — m} X
Datei Bearbeiten Ansicht Navigation Aufzeichnen Analyse Statistiken Telephonie Wireless Teols  Hilfe
Am1® DRERes=F o5/ EQaQaEH
[R]smb2 B -]+
Mo. Time Source Destination Protocol  Length Info |~
6395 8.172232 172.18.32.111 172.18.32.32 SMB2 386 Negotiate Protocol Response
6396 8.172373 172.18.32.32 172.18.32.111 SMB2 232 Negotiate Protocol Request
6398 8.172741 172.18.32.111 172.18.32.32 SMB2 366 {Negotiate Protocol Response
6482 8.174927 172.18.32.32 172.18.32.111 SMB2 498 Session Setup Request v
Frame 6398: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits) on interface \Device\NPF_{2B1DDO6E-CF23-4DF8-86C6-994BAEEA4358}, id @
Ethernet II, Src: WMware c6:22:bd (88:8c:29:c6:22:bd), Dst: VMware 85:02:8c (88:0c:29:85:02:8¢)
Internet Protocol Version 4, Src: 172.18.32.111, Dst: 172.18.32.32
Transmission Contrel Protocel, Src Port: 445, Dst Port: 64572, Seq: 253, Ack: 241, Len: 312
NetBIOS Session Service
v SMB2 (Server Message Block Protocol version 2)
SMB2 Header
v Negotiate Protocol Response (@x0@)
[Preauth Hash: b2662caBbhec21214a4297463434cfe@B903074b721a22692922bc464fd@1ed6673288613..]
StructureSize: @xee4l
Security mode: @x83, Signing enabled, Signing required
Dialect: SMB 3.1.1 (@x8311)
NegotiateContextCount: 2
Server Guid: 481dd93d-e98a-4733-bda@-e7f1d4a5a222
Capabilities: @xeeeee83f, DFS, LEASING, LARGE MTU, MULTI CHANNEL, PERSISTENT HANDLES, DIRECTORY LEASING
Max Transaction Size: 8383608
Max Read Size: 8383608
Max Write Size: 8388608
Current Time: May 27, 20821 19:23:29.687338800 Mitteleuropdische Sommerzeit
Boot Time: No time specified (@)
Bleb offset: exoeopesse
Blob Length: 120
Security Blob: 687606@62bA6R1050502a06c306aa03c303a060a2bo6010401823702021206092a864882...
NegotiateContextOffset: exceoceeafs
Negotiate Context: SMB2_PREAUTH_INTEGRITY_CAPABILITIES
Negotiate Context: SMB2_ENCRYPTION_CAPABILITIES
[
O 7 Dialect (smb2.dialect), 2 Bytes Pakete: 9394 - Angezeigt: 53 (0.5%)" Verworfen: 0 (0.0%) || Profil: Default

Mochten wir stattdessen nur noch die Version 3.1.1 einsetzen, dann wird die minimale
Dialekt-Revision gleich der maximalen Dialekt-Revision eingestellt.

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Para
meters]

"MinSMB2Dialect"=dword:00000311

"MaxSMB2Dialect"=dword:00000311

B Registrierungs-Editor
Datei Bearbeiten Ansicht Favoriten  Hilfe
Computer\HKEY_LOCAL_MACHINE\SYSTEM CurrentControlSet\Services\LanmanWorkstation\Parameters

Keylso ~ || Name Typ Daten
[Tl g!ﬂ (Standard) REG_ST (Wert nicht festgelegt)
foecd i’;'_-ﬂAIIDWInse:ureGuestAuth REG_DWORD 0500000000 (0)
ESS;T:E %% EnablePlainTextPassword REG_DWORD 000000000 (D)
KtmRm Iﬂcﬂ EnableSecuritySignature REG_DWORD 0500000001 (1)
5 LanmanServer s MaxSMB2Dialect REG_DWORD 00000311 (785)
v LanmanWorkstation e DWORD LTI | (7
B Linkage vs| RequireSecuritySignature REG_DWORD 000000001 (1)
NetworkProvider ab| ServiceDll REG_EXPAND_5Z FeSystemRoot ¥\ Systern3wkssve.dll
Parameters i’;'_cﬂ ServiceDllUnloadOnStop REG_DWORD 000000001 (1)
Idap
Ifsve
LicenseManager
litdio
lltdswve
Imhosts
Lsa
LSI_SAS b
< >
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SMB Dialect Revision

Der Client bietet dem Server nur noch die Dialekt-Revision 3.1.1 an.

M “Management - (m] x
Datei Bearbeiten Ansicht Mavigation Aufzeichnen Analyse Statistiken Telephonie  Wireless Tools  Hilfe
AE 2@ [IBRE Qe s E Qe
[ [smb2. ] -]+
No. Time Source Destination Protocol  Length Info

6886 8.738214 172.18.32.32 SMB2 386 Negetiate Protocol Response

6887 8.738317 1172.18.32.111 SMB2 224 Negotiate Protocol Request

6888 B.738491 172.18.32.111 172.18.32.32 SMB2 366 Negotiate Protocol Response

6891 8.748591 172.18.32.32 172.18.32.111 SMB2 498 Session Setup Reguest

Frame 6887: 224 bytes on wire (1792 bits), 224 bytes captured (1792 bits) on interface \Device\NPF {2B1DD@GE-CF23-ADF8-86C6-994BAEEA4358}, id @
Ethernet IT, Src: VMware_85:82:8c (8@:@c:29:85:82:8c), Dst: VMware c6:22:bd (88:0c:29:c6:22:bd)
Internet Protocol Version 4, Src: 172.18.32.32, Dst: 172.18.32.111
Transmission Control Protocol, Src Port: 57301, Dst Port: 445, Seq: 63, Ack: 253, Len: 170
NetBIOS Session Service
v SMB2 (Server Message Block Protocol version 2)
SMB2 Header
¥ Negotiate Protocol Request (8x8@)
[Preauth Hash: 184716cab2e@4bcbeeedagadba7632afb3888bd7106baba51d265438654bbcbb2835d797..]
StructureSize: Bx8824
Dialect count: 1
Security mode: 8x82, Signing required
Reserved: 8808
Capabilities: @x@@@0807f, DFS, LEASING, LARGE MTU, MULTI CHANNEL, PERSISTENT HANDLES, DIRECTORY LEASING, ENCRYPTION
Client Guid: Bale6622-bf12-1leb-976d-888c2955820C
NegotiateContextOffset: 8x00088068
NegotiateContextCount: 2
Reserved: 8808
Dialect: SMB 3.1.1 (@x@311)
Negotiate Context: SMB2_PREAUTH_INTEGRITY_CAPABILITIES
Negotiate Context: SMB2 ENCRYPTION CAPABILITIES

(O 7 5MB2 (Server Message Block Protocol version 2): Protocol Pakete: 9962 - Angezeigt: 53 (0.5%)- Verworfen: 0 (0.0%) || Profil: Default
Der Server ist damit einverstanden und antwortet mit der Dialekt-Revision 3.1.1.
M “Management - (m] x
Datei Bearbeiten Ansicht Mavigation Aufzeichnen Analyse Statistiken  Telepheonie  Wireless  Tools  Hilfe
d = @ ReaxsEF = | Q q i
[ [smb2 X o+
No. Time Source Destination Protocol  Length Info |
63886 B.738214 172.18.32.111 172.18.32.32 SMB2 386 Negntiate Protocol Response
6387 B.738317 172.18.32.32 172.18.32.111 SMB2 224 Negntiate Protocol Request
6388 8.738491 172.18.32.111 172.18.32.32 SHEZ 366 NEgotiatE Protocel Response
6391 B.748591 172.18.32.32 172.18.32.111 SMB2 498 Session Setup Request

Frame 6888: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits) on interface \Device\NPF_{2B1DDB6E-CF23-4DF8-86C6-994BAEEA4358}, id @
Ethernet II, Src: VMware_c6:22:bd (@8:8c:29:c6:22:bd), Dst: VMware 85:82:8c (88:@c:29:85:02:8¢)
Internet Protocol Version 4, Src: 172.18.32.111, Dst: 172.18.32.32
Transmission Control Protocol, Src Port: 445, Dst Pert: 57301, Seq: 253, Ack: 233, Len: 312
NetBIOS Session Service
v SMB2 (Server Message Block Protocol version 2)
SMB2 Header
v Negotiate Protocol Response (8x00)
[Preauth Hash: 8489e7c3ae48fd2cbad93el183fef8cafccddb25857977Re83d0e9442616a0475254T692..]
StructureSize: @x@e4l
Security mode: @x@3, Signing enabled, Signing required
Dialect: SMB 3.1.1 (@x@311)
NegotiateContextCount: 2
Server Guid: 481dd93d-e98a-4733-bda@-e7f1d4a5a922
Capabilities: exeeeeee3f, DFS, LEASING, LARGE MTU, MULTI CHANNEL, PERSISTENT HANDLES, DIRECTORY LEASING
Max Transaction Size: 8383608
Max Read Size: 8388608
Max Write Size: 3383608
Current Time: May 27, 2021 19:37:26.127106900 Mitteleuropdische Sommerzeit
Boot Time: No time specified (8)
Blob 0ffset: @x@0008880
Blob Length: 120
Security Blob: 687686062t E 18401823702021e06092a864882...
NegotiateContextOffset: @x@oaoeefs
Negotiate Context: SMB2 PREAUTH_INTEGRITY CAPABILITIES
Negotiate Context: SMB2 _ENCRYPTION CAPABILITIES

(O @ sMB2 (Server Message Block Protocol version 2): Protocol Pakete: 9962 - Angezeigt: 53 (0.5%)" Verworfen: 0 (0.0%)

Profil: Default
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SMB Dialect Revision

Dialekt Familie

Dialekt Revisionen

oo

Revisions-Code

SMB 2.0.2 SMB 2.0.2 Dialekt-Revision 0x0202
SMB 2.1 SMB 2.1 Dialekt-Revision 0x0210
SMB 3.x SMB 3.0 Dialekt-Revision 0x0300
SMB 3.0.2 Dialekt-Revision 0x0302
SMB 3.1.1 Dialekt-Revision 0x0311
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